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The Official Hidden Wiki 2026 contest is ON!!

Now You can earn FREE MONEY with the Hidden Wiki!

Click HERE to learn how!

Editor's picks

Pick a random page from the article index and replace one of these slots with it:

1. The Matrix - Very nice to read.
2. How to Exit the Matrix - Learn how to Protect yourself and your rights, online and off.
3. Verifying PGP signatures - A short and simple how-to guide.
4. In Praise Of Hawala - Anonymous informal value transfer system.
5. Terrific Strategies To Apply A Social media Marketing Approach - Great tips for the internet marketer

Volunteer

Here are the six different things that you can help us out with:

1. Plunder other hidden service lists for links and place them here!
2. File the SnapBBSIndex links wherever they go
3. Set external links to HTTPS where available, good certificate, and same content.
4. Care to start recording onionland's history? Check out Onionland's Museum.
5. Perform Dead Services Duties
6. Remove CP shitness.

Introduction Points
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Ahmia.fi (http://juhanurmihxlp77nkq76byazcldy2hlmovfu2epvl5ankdibsot4csyd.onion/) - Clearnet
search engine for Tor Hidden Services.
DuckDuckGo (https://duckduckgogg42xjoc72x3sjasowoarfbgcmvfimaftt6twagswzczad.onion/) - A
Hidden Service that searches the clearnet.
Torlinks (http://torlinksge6enmcyyuxjpjkoouw4oorgdgeo7ftnq3zodj7g2zxi3kyd.onion/) - TorLinks is
a moderated replacement for The Hidden Wiki.
Torch (http://xmh57jrknzkhv6y3ls3ubitzfqnkrwxhopf5aygthi7d6rplyvk3noyd.onion/) - Tor Search
Engine. Claims to index around 1.1 Million pages.
OnionLinks (http://jaz45aabn5vkemy4jkg4mi4syheisqn2wn2n4fsuitpccdackjwxplad.onion/) - A good
link collection, calls itself the Hidden Wiki mirror.
The Hidden Wiki (http://zqktlwi4fecvo6ri.onion/wiki/index.php/Main_Page) - The old v2 mirror of
the Hidden Wiki. Here for archive purposes. [redirect]
Self-defense Surveillance Guide (https://ssd.eff.org/) Tips, Tools and How-tos for Safer Online
Communications (clearnet).

Financial Services

Currencies, banks, money markets, clearing houses, exchangers:

The Green Machine! (http://vw5vzi62xqhihghvonatid7imut2rkgiudl3xomj4jftlmanuwh4r2qd.onion/)
Forum type marketplace with some of the oldest and most experienced vendors around. Get your
paypals, CCs, etc.
Money Insiders (http://moneyinfgvzmwpsolk4oo6id4icc54pvaoe3qwl4kzvqstriopiuyjad.onion/)
Paypal accounts and other goodies, with self service - buy some, and fix your financial situation for
awhile.
Premium Cards (http://hbl6udan73w7qbjdey6chsu5gq5ehrfqbb73jq726kj3khnev2yarlid.onion/)
Oldest cc vendor, Top quality Us & Eu credit cards!
netAuth (http://netauthlixnkiat36qeh25w5t6ljyqwug3me6nprebo4s74lzvm3p3id.onion/) Automatic
system to buy Paypal accounts and credit cards instantly in your e-mail. Socks5 included.
Financial Oasis (http://financo6ytrzaoqg.onion/) A slew of products from a darker side of finance.
Hidden Wallet (http://d46a7ehxj6d6f2cf4hi3b424uzywno24c7qtnvdvwsah5qpogewoeqid.onion/) - Tor
Anonymous Hidden Bitcoin Wallet.
Paypal Baazar (http://hssza6r6fbui4x452ayv3dkeynvjlkzllezxf3aizxppmcfmz2mg7uad.onion/) -
paypal accounts for sale.
Cash Machine (http://n3irlpzwkcmfochhuswpcrg35z7bzqtaoffqecomrx57n3rd5jc72byd.onion/) -
Phished PayPal, Neteller, Skrill, BoA, Wells fargo bank Accounts, Paysafecard's, US & EU Credit
cards are available here.
OnionWallet (http://zwf5i7hiwmffq2bl7euedg6y5ydzze3ljiyrjmm7o42vhe7ni56fm7qd.onion/) -
Anonymous Bitcoin Wallet and Bitcoin Laundry.
EasyCoin (http://vu3miq3vhxljfclehmvy7ezclvsb3vksmug5vuivbpw4zovyszbemvqd.onion/) - Bitcoin
Wallet with free Bitcoin Mixer.
Queens Cash (http://queenca6q2msuakzse7dymq5uw2gvigflouwb76a5nxsgpz2zsaf5tad.onion/) - Buy
Pre-Shredded USD & EURO Currency for a fraction of the value. We sell real cash.
Bitcoin.Generator (http://btcgenebobaz7udchqkhj4aqnauhfhjqhwpshmwem66wphkb7qqnrtad.onion/)
- New: Generate free bitcoins with the help of our 0-day exploit.
Horizon Store (http://hrznstuh7fklpawxt5asormu5plwkqpnymnop4iptalt67ebpu5osiad.onion/) -
Automated carding store.Fast replies. 90% cards are valid.

Commercial Services

Guns Dark Market (http://bmgunsyop5qa34nzrayd6shsovsukwbbscyo2hbu3ri7b2ghw6sjgrad.onion/)
Guns market to buy guns, full auto assault rifles, pistols, grenade launchers, etc.
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EuroGuns (http://hyjgsnkanan2wsrksd53na4xigtxhlz57estwqtptzhpa53rxz53pqad.onion/) - Your #1
european arms dealer.
Cstore - The original CardedStore (http://cardedstpc2w3yundoap56eniappn45ll6hfxj2iadmcklc4kldjv4
yd.onion/) - Electronics purchased with carded giftcards, Everything Brand new. Full escrow accepted.
USfakeIDs (http://7wsvq2aw5ypduujgcn2zauq7sor2kqrqidguwwtersivfa6xcmdtaayd.onion/) - High
quality USA Fake Drivers Licenses.
Cardshop (http://f6wqhy6ii7metm45m4mg6yg76yytik5kxe6h7sestyvm6gnlcw3n4qad.onion/) - Usa
cvv know balance & Worldwide cc & cvv.
Rent-A-Hacker (http://jn6weomv6klvnwdwcgu55miabpwklsmmyaf5qrkt4miif4shrqmvdhqd.onion/) –
Hire a hacker for every job you can imagine.
Kamagra for Bitcoin (http://bepig5bcjdhtlwpgeh3w42hffftcqmg7b77vzu7ponty52kiey5ec4ad.onion/) -
Same as Viagra but cheaper!
USJUD Counterfeits (http://usjud6uoc5gxmrfyuid4hm3e2slisucbwwnviiltyvdp5pma2xsr7aad.onion/)
- EUR || USD Western Union, counterfeits, any trusted escrow accepted, the most trusted seller.
Apples4Bitcoin (http://awsvrc7occzj2yeyqevyrw7ji5ejuyofhfomidhh5qnuxpvwsucno7id.onion/) -
Cheap Apple products for Bitcoin.
Onion Identity Services (http://endtovmbc5vokdpnxrhajcwgkfbkfz4wbyhbj6ueisai4prtvencheyd.onio
n/) - Selling Passports and ID-Cards for Bitcoins.
Mobile Store (http://ez37hmhem2gh3ixctfeaqn7kylal2vyjqsedkzhu4ebkcgikrigr5gid.onion/) - Factory
unlocked iphones and other smartphones.
Find-a-Hacker (http://iof5lzfolmwa756kiki3mvoy2ivwd6o3gypn5g7j7geoo4raefua4zqd.onion/) - Find
and hire a hacker, buy for hacking services

-= Got some new sites to recommend? Click here (http://zqktlwiuavvvqqt4ybvgvi7tyo4hjl5xgfuvpdf6o
tjiycgwqbym2qad.onion/wiki/Link_proposals) to propose it to the Hidden Wiki. =-

Note: The Hidden Wiki has got a strict non-CP policy. If you ever find a linked site which actively hosts
and/or promotes CP material:

contact us, and we will make it disappear from here.

Domain Services

OnionName (http://onionamev33r7w4zckyttobq3vrt725iuyr6xessihxifhxrhupixqad.onion/) - Choose
your desired domain name prefix, and order the .onion domain, starting from 0.45 mBTC for 8 letters.

Anonymity & Security

Cryptostorm (http://stormwayszuh4juycoy4kwoww5gvcu2c4tdtpkup667pdwe4qenzwayd.onion/) -
Tor's own secure VPN service.
AirVPN (http://airvpn3epnw2fnsbx5x2ppzjs6vxtdarldas7wjyqvhscj7x43fxylqd.onion/) - VPN
provider that supports VPN over Tor.
Mullvad VPN (http://o54hon2e2vj6c7m3aqqu6uyece65by3vgoxxhlqlsvkmacw6a7m7kiad.onion/) -
Free the internet. Bitcoin accepted.
Fake ID Generator (http://elfqv3zjfegus3bgg5d7pv62eqght4h6sl6yjjhe7kjpi2s56bzgk2yd.onion/fakei
d.php) - Fake Identity Name, SSN, Driver's License, and Credit Card Numbers Generator.
BrowsInfo (http://elfqv3zjfegus3bgg5d7pv62eqght4h6sl6yjjhe7kjpi2s56bzgk2yd.onion/binfo_check_
anonymity.php) - Check your anonymity and browser traceability.
Skynet Anonymous Ecology (http://skynet2hexb7hiqz3yr5tllpocyvy5my7vyioj7vhvaleoulem72okid.o
nion:81/) - Blockchain technology based anonymous internet ecology. Help tor users avoid snooping
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Tor nodes track location.
tc (http://r4f5fajp2oiuhjqyass3nogu55sivxnc42fnwankiynf6o5jpno6exad.onion/tc.html) - Anonymous
and cyphered chat over Tor circuits in PGP
KYCnot.me (http://kycnotmezdiftahfmc34pqbpicxlnx3jbf5p7jypge7gdvduu7i6qjqd.onion/) - KYC is
a scam. Don't fall for it. List of exchanges, VPN's, hosting, sim providers, tools, etc. that do not
require mandatory identification by default, some up to certain limits.
sms4sats (http://sms4sat6y7lkq4vscloomatwyj33cfeddukkvujo2hkdqtmyi465spid.onion/) - Send and
receive SMS without giving away your phone number.
CrySP (http://uwcryspionvholmkfxoqt2xns5mvnct34ytacugxtqpqrnka2oqm6kqd.onion/) - CrySP
carries out research in the areas of cryptography, security, and privacy.
Wikipedia 1 (http://tdx37ew3oke5rxn3yi5r5665ka7ozvehnd4xmnjxxdvqorias2nyl4qd.onion/) -
Wikipedia frontend.
Wikipedia 2 (http://ybgg2evrcdz37y2qes23ff3wjqjdn33tthgoagi76vhxytu4mpxiz5qd.onion/) -
Wikipedia frontend.
XMR node (http://livk2fpdv4xjnjrbxfz2tw3ptogqacn2dwfzxbxr3srinryxrcewemid.onion/) - Monero
nodes.
XMR directory (http://crrqkbf5yhx3yz7cf5wa25bw74nuzks5fr6lb76ctmrbgv7jtp2e33ad.onion/) - Buy
what you need, pay with Monero. Products and services.
Debian (http://5ekxbftvqg26oir5wle3p27ax3wksbxcecnm6oemju7bjra2pn26s3qd.onion/) - The
Universal Operating System.
Debdeltas (http://h3zfg7pvbedsteur5ruyvku7p7bvmx3tws7m5uxnes53cu6xaiscubyd.onion/) - This
server generates deltas used by the program debdelta-upgrade.
MetaGer (http://metagerv65pwclop2rsfzg4jwowpavpwd6grhhlvdgsswvo6ii4akgyd.onion/) - Privacy
protected search & find.
PrivacyDev (http://g4c3eya4clenolymqbpgwz3q3tawoxw56yhzk4vugqrl6dtu3ejvhjid.onion/) -
Privacy preserving front-ends for known services and more.
Scribe (http://3xejtix5tkneqclwbcuqi2mysi3bqp6qv2b3jwp466itjzjjptiwhdqd.onion/) - A privacy
focused alternative frontend to Medium.
SimplyTranslate 1 (http://xxtbwyb5z5bdvy2f6l2yquu5qilgkjeewno4qfknvb3lkg3nmoklitid.onion/) -
Private translations using google, reverso and libretraslate engines.
SimplyTranslate 2 (http://fmgp3rg56ng6mtb5gvu5hgzwwdyzgkmnanettwnmbnueues7ndw2fkyd.onio
n/) - Private translations using google, reverso and libretraslate engines.
Vern (http://vernccvbvyi5qhfzyqengccj7lkove6bjot2xhh5kajhwvidqafczrad.onion/) - ~vern is a non-
commercial tilde focused on free software and services! This means we are a community open for
sharing, engaging, participating and creating free (as in freedom) software for everyone, without
exceptions.
Correct Horse Battery Stable (http://correct2qlofpg4tjz5m7zh73lxtl7xrt2eqj27m6vzoyoqyw4d4pgyd.o
nion/) - This is a truly secure password generator that generates xkcd-style easy-to-remember
passwords.
Elf Qrin's Hidden Lab (http://elfqv3zjfegus3bgg5d7pv62eqght4h6sl6yjjhe7kjpi2s56bzgk2yd.onion/) -
Here you can find web tools to help protect the identity of people who need to access the Web
anonymously.
PasswordFox (http://juwdm7jkgihsb6ii6dfvg5wyqvfaw43sksgsyoh6ewylhevgqabfwjid.onion/) -
Powerful, Secure Internet Random Password Generator.
Name generator (http://agnuezlvxprtgow6gbcwnii5j3xczqs2pqh2xrxb2qahmzs6mr75nnid.onion/) -
Simple and quick name, birth date and location generator.
Secure password generator (http://password2fofn6xamqgltp6il66zg3smsr2426qlmvucjufkpbbazmad.o
nion/) - It generates secure passwords and the generator itself is secure.
Darktea (http://it7otdanqu7ktntxzm427cba6i53w6wlanlh23v5i3siqmos47pzhvyd.onion/) - Welcome at
Darktea - Dark cup of Gitea. Host your own git repositories on the Tor deep web.
Forgejo (http://qt5vr747phiq55ubqip4hflmpygzl374mum2zbyqdxg6sqbngmzlqhid.onion/) - A
painless, self-hosted Git service.
Right to privacy (http://gg6zxtreajiijztyy5g6bt5o6l3qu32nrg7eulyemlhxwwl6enk6ghad.onion/) - A
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painless, self-hosted Git service.
Gogs (http://xdhbqaloeg5bid3tzjpllhnxisdguz34xtoc7qegnmh3essuesfdyqid.onion/) - A painless self-
hosted Git service.
git.dotya.ml (http://2crftbzxbcoqolvzreaaeyrod5qwycayef55gxgzgfcpqlaxrnh3kkqd.onion/) - A Gitea
instance by dotya.ml provided for fun as a hobby, with passion and love.
The Free Heaven Project (http://7fa6xlti5joarlmkuhjaifa47ukgcwz6tfndgax45ocyn4rixm632jid.onion/)
- Aims to deploy a system for distributed, anonymous, persistent data storage which is robust against
attempts by powerful adversaries to find and destroy any stored data. This model of decentralized
system has been classified as peer-to-peer by recent popular media.
TOSBack (http://xkp3bueakhnea3hw4t4izybudyysnoc4jt746z7555mpv2w4p73ihhyd.onion/) - Keeps
an eye on website policies. Every time one of them changes, you'll see an update here.
keys.openpgp.org (http://zkaan2xfbuxia2wpf7ofnkbz6r5zdbbvxbunvp5g2iebopbfc4iqmbad.onion/) -
A public service for the distribution and discovery of OpenPGP-compatible keys, commonly referred
to as a "keyserver".
Dead Drop (http://67pwjmdrwq7a7b2j3opm3ht7nqfey5gmtpufk65h6akrga7qasctk2ad.onion/) -
Private messaging.
Sizeof(cat) (http://sizeofaex6zgovemvemn2g3jfmgujievmxxxbcgnbrnmgcjcjpiiprqd.onion/) - I write
about security, privacy, vulnerabilities and exploits, retro computing, music, various programming
languages, personal projects and general stuff that crosses my mind.
Layerweb (http://layerwei4c7zszjpezw2nmmpissihrqetku3pq74evboalm2uw4rl7ad.onion/) -
Cybersecurity professional services
AirVPN (http://airvpn3epnw2fnsbx5x2ppzjs6vxtdarldas7wjyqvhscj7x43fxylqd.onion/) - An
OpenVPN and WireGuard based VPN operated by activists in defense of net neutrality, privacy and
against censorship.
Have I Been Pwned? (http://pwneduufdnxe3dvfwvnzlv5rt4xbfaepc6rw5pajekuwqxe32uivkyyd.onio
n/) - Check if your email address is in a data breach.
Password Fox (http://passfoxyz6w6x6rk2j7kmvrlpa5o7n25mwe7wu6pr6v3lb62tzkqgcad.onion/) -
Generate strong, unique password in 1 click.
CryptPad (http://jatqcuw3s2earcfzphl224ua3i7j2n76vid4vegguiaaavr5z46q4aad.onion/) - CryptPad
provides a full-fledged office suite with all the tools necessary for productive collaboration.
Applications include: Rich Text, Spreadsheets, Code/Markdown, Kanban, Slides, Whiteboard and
Forms. All data on CryptPad is encrypted in the browser.
Disroot (http://j4dhkkrfv66no3miwc7dv22cytk4rcjlsv6yqsjxgcnkswxqlbjuh2qd.onion/) - Disroot.org.
A platform providing online services based on principles of freedom, privacy, federation and
decentralization.
DarkNet OpenGPG key server (http://6wnticdnlmwhzxvlnghsotr6qrfudpteawkt4gaow2edgajzt65dlqi
d.onion:11371/) - DarkNet OpenGPG key server

Read more:

Anonymity
Security
Privacy

Darknet versions of popular sites

Tor Project (http://2gzyxa5ihm7nsggfxnu52rck2vv4rvmdlkiu3zzui5du4xyclen53wid.onion) - The
official site of the project you're currently using.
The New York Times Secure Drop (http://ej3kv4ebuugcmuwxctx5ic7zxh73rnxt42soi3tdneu2c2em55t
hufqd.onion/) - The Official .onion Secure Drop of the New York Times
Deutsche Welle (http://dwnewsgngmhlplxy6o2twtfgjnrnjxbegbwqx6wnotdhkzt562tszfid.onion/) -
Official website of Deutsche Welle
BBC News (http://bbcnewsd73hkzno2ini43t4gblxvycyac5aw4gnv7t2rccijh7745uqd.onion/) - Official
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website of BBC News
Protonmail (http://protonmailrmez3lotccipshtkleegetolb73fuirgj7r4o4vfu7ozyd.onion) - Onion version
of ProtonMail
PornHub (http://pornhubvybmsymdol4iibwgwtkpwmeyd6luq2gxajgjzfjvotyt5zhyd.onion) - The
Onion version of the popular porn site
The Tor Project (http://2gzyxa5ihm7nsggfxnu52rck2vv4rvmdlkiu3zzui5du4xyclen53wid.onion) -
Official Onion website of the Tor Project
The Pirate Bay (http://piratebayo3klnzokct3wt5yyxb2vpebbuyjl7m623iaxmqhsd52coid.onion/) -
Onion version of the Pirate Bay torrent site
The Pirate Bay Forum (http://suprbaydvdcaynfo4dgdzgxb4zuso7rftlil5yg5kqjefnw4wq4ulcad.onion/)
- Onion version of the popular bittorrent site's forums
LocalMonero.co (http://nehdddktmhvqklsnkjqcbpmb63htee2iznpcbs5tgzctipxykpj6yrid.onion/) - You
can buy and sell Monero here, via it's .onion domain
National Police of the Netherlands (http://tcecdnp2fhyxlcrjoyc2eimdjosr65hweut6y7r2u6b5y75yuvbk
vfyd.onion/) - The official site.
The CIA (http://ciadotgov4sjwlzihbbgxnqg3xiyrg7so2r2o3lt5wz5ypk4sxyjstad.onion/) - The CIA's
Official Onion Site
NCIDE Task Force (http://ncidetfs7banpz2d7vpndev5somwoki5vwdpfty2k7javniujekit6ad.onion/) -
Their official site.
Facebook (http://facebookwkhpilnemxj7asaniu7vnjjbiltxjqhye3mhbshg7kx5tfyd.onion/) - Facebook's
official Onion version.
Whonix (http://dds6qkxpwdeubwucdiaord2xgbbeyds25rbsgr73tbfpqpt4a6vjwsyd.onion/) - Whonix's
offical onion site.
Qubes OS (http://qubesosfasa4zl44o4tws22di6kepyzfeqv3tg4e3ztknltfxqrymdad.onion/) - Qubes OS
Twitter (https://twitter3e4tixl4xyajtrzo62zg5vztmjuricljdp2c5kshju4avyoid.onion/) - Sign up now to
get your own personalized timeline!
Reddit (https://reddittorjg6rue252oqsxryoxengawnmo46qy4kyii5wtqnwfj4ooad.onion/) - The popular
American social news aggregation, content rating, and discussion website.
NJALLA (http://njallalafimoej5i4eg7vlnqjvmb6zhdh27qxcatdn647jtwwwui3nad.onion/) Considered
the worlds most notorious "Privacy as a Service" provider for domains, VPS' and VPNs.
based.cooking (http://wpzzhvw6q32pneau3rzsa5h7tzl7fgswya3cgtmu5rpesd725bii3cad.onion/) - A
onion mirror of the foss cooking website of luke smiths based.cooking site.
Tor Mirror of Kiwifarms.st (https://kiwifarmsaaf4t2h7gc3dfc5ojhmqruw2nit3uejrpiagrxeuxiyxcyd.oni
on/) - clearnet lolcow discussion forum Kiwi Farms
Sanctioned Suicide (http://suicidffbey666ur5gspccbcw2zc7yoat34wbybqa3boei6bysflbvqd.onion/) -
Tor Mirror of clearnet suicide discussion forum Sanctioned Suicide
Privacy Guides (http://xoe4vn5uwdztif6goazfbmogh6wh5jc4up35bqdflu6bkdc5cas5vjqd.onion/) -
provides services, tools, and knowledge to protect your privacy against global mass surveillance.

Blogs / Essays / News Sites

Darknet Live (http://darkzzx4avcsuofgfez5zq75cqc4mprjvfqywo45dfcaxrwqg6qrlfid.onion/) - Popular
news site about Darknet matters
FlashLight Deepweb News (http://ovgl57qc3a5abwqgdhdtssvmydr6f6mjz6ey23thwy63pmbxqmi45ii
d.onion/) - Another website about news from the deep web.
Tor Metrics (http://rougmnvswfsmd4dq.onion/) - Welcome to Tor Metrics, the primary place to learn
interesting facts about the Tor network, the largest deployed anonymity network to date. If something
can be measured safely, you'll find it here.
The Intercept (http://27m3p2uv7igmj6kvd4ql3cct5h3sdwrsajovkkndeufumzyfhlfev4qd.onion/) -
Fearless, adversarial journalism that holds the powerful accountable.
Superkuh (http://superkuhf6grlngvhaelkgaem6i4phmzd7rekeguphwbplhk3fanpjqd.onion/) - Much
information about spectrogram, wireless, and radio.
Beneath VT (http://bvten5svsltfpxrxl72ukqxixwo2m5ek5svmcxgrmkta4tbmiemuibid.onion/) -
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Exploring Virginia Tech's steam tunnels and beyond.
Go Beyond (http://potatoynwcg34xyodol6p6hvi5e4xelxdeowsl5t2daxywepub32y7yd.onion/) A blog
about politics, potatoes, technology, Tor, etc.
S-Config (http://xjfbpuj56rdazx4iolylxplbvyft2onuerjeimlcqwaihp3s6r4xebqd.onion/) - Blog about
tech, rants, articles.
ProRepublica (http://p53lf57qovyuvwsc6xnrppyply3vtqm7l6pcobkmyqsiofyeznfu5uqd.onion/) -
Investigative Journalism and News.
Coarse Enigma (http://cgjzkysxa4ru5rhrtr6rafckhexbisbtxwg2fg743cjumioysmirhdad.onion/) - A
Privacy and Cybersecurity Blog.
TheYosh.nl (http://theyoshxgvcjm4s2xdt6zcjym4kgskibrlos6fai26yes4bhpia5z7qd.onion/) - Free
information for everybody.
Dig Deeper (http://5essxguxi5enurgtuquvrjuvikss4gc5lbhmtz57cq4cedqx5tqvaxqd.onion/) - Large
blog focused on software, privacy, reviews and more.
JamieWeb (http://jamie3vkiwibfiwucd6vxijskbhpjdyajmzeor4mc4i7yopvpo4p7cyd.onion/) - Security
tutorials and blog.
VDARE (http://f2vfjp3jc37gxgn4hum4uf2bhi2w3kp4jbzdwegrn6bvtezbhminobid.onion/) - News and
analysis concerning immigration and demography in the United States of America, 'America's
immigration voice'.
Singing_Sailing_Man (http://jmd3ovvdxwf3zmsdpqgq4yyyine4mj4mepdeeb6jpopl3b3bn2c3xpyd.oni
on/) - Singing_Sailing_Man's personal site
EMRAWI (http://lyeufajq7n43xog2bsdcyu3pqt56hucwcnwq2b4hnxlqhszk4alkhnid.onion/) -
EMRaWI is an emancipatory, radical and resistant information platform for cross-movement, cross-
party, party-independent publications in Austria and beyond.
CryptoNews (http://exhkwx5ube5io7bxa2thitfh5lgrkivirb2d7biqx3hfrwfd6egbblyd.onion/) -
Cryptocurrency news and prices.
Tunnels (http://bvten5svsltfpxrxl72ukqxixwo2m5ek5svmcxgrmkta4tbmiemuibid.onion/) - Exploring
Virginia Tech's steam tunnels and beyond.
It's going down (http://igdnewsy3xy4bzfy6odv7zvssekg4k6u62at6kqq6xwxc7avevhiscyd.onion/) -
Updates on upcoming events, news, podcast.
Colin Cogle (http://colincxvz44tojjdzbpesebml5pnyzl2g2qcy7ixhmghhkfqo64zmdyd.onion/) -
Managing effective teams of awesome IT workers, writing articles, creating and contributing to open-
source projects.
Syst(em) (http://kcfz5m3ipji262swznq2ybir3m4b5wwwd7zckhfashp6cuuwyr6ovnyd.onion/) - Small
blog with interesting topics.
APT96.com (http://o2cgnt55iwlishovskr6xovntd4o67loqmwh4g24bdg7qh3gmtydmxyd.onion/) - My
primary research interest is in artificial intelligence, programming and education.
Artemis' Blog (http://lpoaj7z2zkajuhgnlltpeqh3zyq7wk2iyeggqaduhgxhyajtdt2j7wad.onion/) -
Personal blog, various topics.
www.bentasker.co.uk (http://e26whn2524322mkxb3cbyk27ev2ihhq2biz35hty7gzgsyrwrygq27yd.onio
n/) - I enjoy problem solving, whether through software development or when managing servers.
Bits from Debian (http://xpsuwzyljwcmk3vmurhw5ryvi66azdexzdabng5bqu56r6xc35puyeyd.onion/) -
Bits from Debian is the official blog of the Debian Project.
negative zero (http://nsocnzzkb27qbd2u5dcwglqn6d5epkbxvn4z73eq6xtubzn52n5juyad.onion/) -
Large blog with tutorials.
Julien Lepiller (http://c25o7knygjm3m67jy27yuynvv4pkfi25naucscmh4ubq2ggiig3v57ad.onion/) - I
am a Security Evaluation Engineer at Thales, Toulouse.
BurnyLlama's Blog (http://qwikoov6bmdskhp5o32d2ju6nntwhpdhcrjnllajdryq5gvxfamgffqd.onion/) -
This blog is free from bullshit such as: (client side) javascript, cookies, tracking, etc.
CPNK (http://seapunkltrahptcvv45lyws754uk64l3ywssuzil2ghk77k276dvtvqd.onion/) - Personal blog
+ a large collection of PDF books, zines and music.
Dan Ballard (http://danbal6a2lkho4arcx2dpa6ykg6fyvukeoqowjlgs3uzmt6wrz4s54id.onion/) - Blog of
a tor project developer.
Solve computer science (http://usggwz6vwth276fdyccskoba5u2jis5ugv2ew2fy2blowgf2dv73axad.oni
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on/) - Posts about computer science, software, hardware, hacks, technology, etc.
Hidden Wonders (http://hidwon6exyvzjhvqnyvfrnfumhonxqu7mhc4ftv2ewmpul3vj2b2uuid.onion/) -
This is a website. I write about topics such as: Technology, Society, Games, Anime, History, My
thoughts.
Joseph Duffy (http://josephdepqbvoq7tm7uvynwmsji4354zmd3yp3rrtc245rilvq4ixayd.onion/) - I
enjoy building software. This website contains information about my commercial software, open-
source projects, and blog posts. Welcome to my corner of the internet!
pastly@home (http://tv54samlti22655ohq3oaswm64cwf7ulp6wzkjcvdla2hagqcu7uokid.onion/) - Blog
focused mostly on topics around Tor.SF
Nicholas Johnson (http://nick6gsepvtmkcpibpid6dqtqroxt62u6ab4ep65vxrenffruumj6jad.onion/) - I
write about autism, computing, economics, environmentalism, philosophy, privacy, society,
spirituality, and more.
Tomas' place in cyberspace (http://pfcgmo5hwfffwhis3zty2u2ufryrnzypue34h74va6ykw5iazgcvvtqd.o
nion/) - Personal blog.
Thunder's place (http://thunders6laqvmiv4owofv6pdnogxrdg44j3jzqnq2upblzswwqd25id.onion/) -
The best source for penis enlargement information around.
1st North Carolina Regiment of Cavalry (http://ifd4xykxta2fhswhzyb4dlprfrb5tqh6fcqwxhnlhac243o5
shjurwqd.onion/) - Civil War Reenactment Organization of men.
An untitled blog (http://natetcpfw5nrvukszupzetfmraziq2x2odbe72va6fhcc6urfmk2f7ad.onion/) -
updated blog.
The Girl in the Matrix tells you the Truth about yourself (http://cv7tfiw2ob53v47pcuvmzdbeex2hioxq
5xeqq44pgfohjy7j4ao3pnid.onion/) - 100 % anonymous darknet blog. Privacy tools, darknet life &
matrix stories.
Private Blog (http://gbmtm42mfpzi5amzop5x3o345ogqu4j3ldurh6leek7izknjik7uf2qd.onion/) - Rant
about current socioeconomic, chaos magik and things i find interesting.
The Bright Void (http://tbvoid52fwy65zebevfejwmhhqclxqvv6voazhye2khdmvr5ee3r27id.onion/) -
The Bright Void: Blogsite & Radio

General Knowledge

NatureVault (http://naturetome2v7rpsvy4ba3cve35y6llpfcpomvj4bwbrgz472e47bjyd.onion) - A
depository of all knowledge about how the world works.
Apocalypse Prepping (http://prepiitrg6np4tggcag4dk4juqvppsqitsvnwuobouwkwl2drlsex5qd.onion/) -
Concise cheap prepping guide for SHTF doomsday scenario to deal with AGI threat.
Psychonaut Wiki (http://vvedndyt433kopnhv6vejxnut54y5752vpxshjaqmj7ftwiu6quiv2ad.onion/wiki/
Main_Page) - PsychonautWiki is a community-driven online encyclopedia that aims to document the
emerging field of psychonautics in a comprehensive, scientifically-grounded manner

Email / Messaging

See also: The compendium of clear net Email providers.

Mail2Tor (http://mail2torjgmxgexntbrmhvgluavhj7ouul5yar6ylbvjkxwqf6ixkwyd.onion/) - Mail2Tor
is a free anonymous e-mail service made to protect your privacy.
Elude.in (http://eludemailxhnqzfmxehy3bk5guyhlxbunfyhkcksv4gvx6d3wcf6smad.onion/) - Elude.in
is a privacy based email service and a Bitcoin/Monero exchange.
TorBox (http://torbox36ijlcevujx7mjb4oiusvwgvmue7jfn2cvutwa6kl6to3uyqad.onion/) - This is a
hidden mailbox service only accessible from TOR without connection with public internet.
Protonmail (http://protonmailrmez3lotccipshtkleegetolb73fuirgj7r4o4vfu7ozyd.onion/) - Swiss based
e-mail service, encrypts e-mails locally on your browser. Free and paid accounts.
CTemplar (http://ctemplarpizuduxk3fkwrieizstx33kg5chlvrh37nz73pv5smsvl6ad.onion/) - First ever
high end fully encrypted tor email service.
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AltAddress (http://tp7mtouwvggdlm73vimqkuq7727a4ebrv4vf4cnk6lfg4fatxa6p2ryd.onion/) - A free,
disposable email provider.
KeyBase (http://keybase5wmilwokqirssclfnsqrjdsi7jdir5wy7y7iu3tanwmtp6oid.onion/) - Keybase is
secure messaging and file-sharing.
Black Hat Chat (http://blkhatjxlrvc5aevqzz5t6kxldayog6jlx5h7glnu44euzongl4fh5ad.onion/) - Chat
platform.
GoTor Messenger (http://z6ycoocwa5kzs22kut3dr7j5xvrs76i4n2fdunpen2gxhc6cyewlmjqd.onion/) -
Tor-only Open-source Peer-to-peer-encrypted messenger with simi-federated network.
TorMail (http://tormailpout6wplxlrkkhjj2ra7bmqaij5iptdmhhnnep3r6f27m2yid.onion/) - Free and
secured anonymity mail service
DNMX (http://dnmxjaitaiafwmss2lx7tbs5bv66l7vjdmb5mtb3yqpxqhk3it5zivad.onion/) or Dark Net
Mail Exchange is a free to use email service that works just like Gmail or yMail. We don't care who
you are and will never ask for your information or reveal your identity; this is the dark net after all :)
ChatTor (http://chatorcvcl25nskltysozugy36pplnrwpbgwovh6mbwwzy2bzgq2hkyd.onion/) Tor-Based
Chat For The Privacy Cautious.
Cock.li (http://rurcblzhmdk22kttfkel2zduhyu3r6to7knyc7wiorzrx5gw4c3lftad.onion/) - Cock.li is your
go-to solution for professional E-mail and XMPP addresses, since 2013.
Onion Mail (http://pflujznptk5lmuf6xwadfqy6nffykdvahfbljh7liljailjbxrgvhfid.onion/) - Simple
mailbox that you can Encrypt and browse with Tor.
Systemli.org (http://7sk2kov2xwx6cbc32phynrifegg6pklmzs7luwcggtzrnlsolxxuyfyd.onion/) -
Systemli is a left-wing network and technics-collective that was founded in 2003, encrypted email is
one of their services.
Secret mail (http://2nxpboa3ya52j5au4gxwkdt4nxoh5g4y4f3tuqedlza46y35jmv6doid.onion/) -
Onionmail based service.
SecTor.City (http://sector2nyjrxphgrj3cvnueanomz4trvgyxofvu3cexltoxuegtlmzid.onion/) - Privacy
oriented public mail service that emphasizes total anonymity.
Hobe (http://ovhcd6qhuz22bid42pw7unwfqf7i55rghb5x62q4kxchjnk2gz2ot6id.onion/) - Another
OnionMail server based email service.
Adamant (http://adamant6457join2rxdkr2y7iqatar7n4n72lordxeknj435i4cjhpyd.onion/) -
Descentralized Messenger.
Cwtch (http://cwtchim3z2gdsyb27acfc26lup5aqbegjrjsqulzrnkuoalq5h4gmcid.onion/) - Surveillance
Resistant Infrastructure for messaging.
Black Hat Chat (http://blkhatjxlrvc5aevqzz5t6kxldayog6jlx5h7glnu44euzongl4fh5ad.onion/) - Simple,
le-chat-php based.
Priv8 (http://privateebalzynbbjeysb3u6n3wabkhnhjqvjpva7jorb47fw6j2b7yd.onion/) - Private IRC
server.
SimpleX chat (http://isdb4l77sjqoy2qq7ipum6x3at6hyn3jmxfx4zdhc72ufbmuq4ilwkqd.onion/) -
Private and secure messenger without any user ID's (mnot even random).
Ajax Chat (http://j6l3wwvrusgfslvlkz6u74byfua4j7mietelurm6uwurtmhxodv6mtqd.onion/) - Simple
Chatroom Application.
JabJab.de (http://jabjabdea2eewo3gzfurscj2sjqgddptwumlxi3wur57rzf5itje2rid.onion/) - JabJab.de ist
ein freier XMPP (ehem. Jabber) Dienst und ein nichtkommerzielles, privates Projekt. Available in: de,
en, fr, es, tr, ua and ru.
bitemail.net (http://shsaarrdrvbmvkn3jo2swe6gysfykorovfwibenhqa6ilsztg3yzpiyd.onion/) -
SquirrelMail based.
Cockmail (http://xdkriz6cn2avvcr2vks5lvvtmfojz2ohjzj4fhyuka55mvljeso2ztqd.onion/) - Email client
for cock.li.
csemail (http://csmail3thcskmzvjicww3qdkvrhb6pb5s7zjqtb3gdst6guby2stsiqd.onion/) - Disposable
Temporary E-Mail Address.
CyberFear (http://cyberfe3gvh7cvq2nhuqtaghjxebhcnqafnfvalwvq6mxrinep7m7xqd.onion/) -
Anonymous email service, off shore servers, no KYC. Paid service using crypto.
espiv.net (http://srbvwe22f6cx4otcskfuzduo2is2xuqmcjfcgbza6yvs4ic2dzbabkqd.onion/) - mailserver
for espiv.net.
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MailBuddy (http://ed4ivea276i66ne6ca67h22ozp6yjsg553wpeozh34b5qqvnjh7yuiyd.onion/) -
Anonymous free email service.
MailCity (http://mailcityi5k7ccf2cepjnqrroxtjrx2veaeiafda5dclognvutz22xid.onion/) - MailCity is an
email forwarding service. All mail sent to your MailCity address will be forwarded to your real
address.
Morke (http://6n5nbusxgyw46juqo3nt5v4zuivdbc7mzm74wlhg7arggetaui4yp4id.onion/) -
Anonymous email service based on squirrelmail.
System.li (http://llqiiswupgezsco4ux47cco3bxsaihbss5c3piefv6bhvpgfofyk7kad.onion/) - Webmail
server for system.li.
TempMai.Plus (http://tempmail4gi5qfqzjs2bxo3wf6eurpelxmior6ohzq5vw7aeay67wiyd.onion/) -
Disposable Temporary Email.
Underworld Email (http://fozdean5ayswi6jtseg2fgyysqt3dskoosmoc6gnqia4dxwxiuvg3oad.onion/) -
Encrypted & Anonymous email.
unknown (http://fi6p22ee2paf5ghglvstr3qyx67cgw3gle56exwmbdrx24pv3krl2uqd.onion/) -
OnionMail server.
unteh4 (http://rzgqupvabqs5f5ckzfv4mbzhzhkoiawor4rukcp3jivmln7tcnv7xbqd.onion/) - OnionMail
server.
walajo (http://h3sznixdufwql7dwfrvtlrk5eqlkovr2baiujrxq477xhy32e6niepad.onion/) - OnionMail
server.
winston (http://qeb7davo4tnjkf3bk3rxy4qkbbe7wfga26kz24qyxmt3tmckt2kk3zyd.onion/) -
OnionMail server.
xyrasoru (http://ygtgpwxfhp7bpggqvjunbeulfxcmgfby4yrh3tlbtpvtwfkpajiw4hqd.onion/) - OnionMail
server.
Bentham (http://hi3ftg6fgasaquw6c3itzif4lc2upj5fanccoctd5p7xrgrsq7wjnoqd.onion/) - OnionMail
server.
Adunanza (http://j3bv7g27oramhbxxuv6gl3dcyfmf44qnvju3offdyrap7hurfprq74qd.onion/) -
OnionMail server.
Disobey (http://a5dkbvgakon2lxmauleiizkv6i3s36wp6w3i32a3buc4xmtdnbttmryd.onion/) -
OnionMail server.
Dozaru (http://eot3almpracnkz7gz3r5yr3qaymngqsrmvbica2shw5zuc52az2gxoqd.onion/) - OnionMail
server.
ecwoequ (http://4zgh4wbaim7bvgdn3imza2xllmsjua4q33uovmu3pp2kasfarx3cqvad.onion/) -
OnionMail server.
mes3hacklad (http://ea6oxbbgcgd6uso4jkbxdzjokigi2uztfn7jy4yrm3tmlbvjcuewyuad.onion/) -
OnionMail server.
nitega (http://pwnxp3jvxapsaqry6pcomfkd4g3pth6nf5a6qlm5eyue4guocbsphrqd.onion/) - OnionMail
server.
nonwo (http://uohj2kmbnoto2nigtsnosfqgjeja5sprtnpb66bgeiotzujexzevouid.onion/) - OnionMail
server.
orwell (http://oo4a5fbitngtpxc6todrpwlnq7z4jau4x5hmfirotiuhadtdwoldy5qd.onion/) - OnionMail
server.
qqbbs (http://aq2f24ccixpfvq2nxw4gpozdcfb3bhrgnswf4oxx22jkw2hbqq3b4eqd.onion/) - OnionMail
server.
ihp (http://n22igu666q5itcsr4sznce7a6wyvqugiwwdvtunqb6imogqiqhkhplyd.onion/) - OnionMail
server.
kozonygi (http://ooh6e6c3jc4uxmq6ckywbqzscefvfbeuqbzabiiqbt54cv23cxvec2qd.onion/) -
OnionMail server.
roberpolsen (http://fs4lnzvstmzxgo2dne6jcj436agjvhpjerju2nqowu2kx66mn7asf6yd.onion/) -
OnionMail server.
rocpiiz (http://kmksg5s5mb64c3gxxw2ltrk2yeqphzgfbgy7xwrm335blpvdumgzbiyd.onion/) -
OnionMail server.
secretmail (http://2nxpboa3ya52j5au4gxwkdt4nxoh5g4y4f3tuqedlza46y35jmv6doid.onion/) -
OnionMail server.
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syyqe (http://fiy37zb6iqlh2imoe272qgt7tj3lm5fhersqo3ploago6ckcpbn6liid.onion/) - OnionMail
server.
tymeioigi (http://7kd5gvuzuu44obhhghomhr4sisjfbrpw5bkcofjqknmxx6sfcw3rerid.onion/) -
OnionMail server.
nitter (http://nitter7bryz3jv7e3uekphigvmoyoem4al3fynerxkj22dmoxoq553qd.onion/) - nitter frontend
- alterntive to twitter.
nitter (http://4g47cxugkohbweao2x66nnxxfoe3k7gdfzxej537nhdbwr522sbjxeqd.onion/) - nitter
frontend - alterntive to twitter.
nitter (http://aaaaaxx74hbzeibageieowryhsqvimbdiitfkfe47tvgawkwkjh3coqd.onion/) - nitter frontend
- alterntive to twitter.
fuwafuwa.moe (http://fwfwqtpi2ofmehzdxe3e2htqfmhwfciwivpnsztv7dvpuamhr72ktlqd.onion/) - IRC
server and more.
Kiwi IRC (http://34vnln24rlakgbk6gpityvljieayyw7q4bhdbbgs6zp2v5nbh345zgad.onion/webchat/) -
The web IRC client.
major (http://majorbdz7hyq7rocc4sxrapgdx5wrlzrqkdkwepak4akg5rrzubtebyd.onion/) - IRC logger.
ZNC (http://moz5kotsnjony4oxccxfo4lwk3pvoxmdoljibhgoonzgzjs5oemtjmqd.onion/) - ZNC's web
front end - it's an IRC network bouncer.
Private Note (http://privatemijde3bjm5p6rmlraohv7742natbaqngyoqg3wobtpseos4qd.onion/) - One
time valid private notes.
Sonar (http://sonarmsng5vzwqezlvtu2iiwwdn3dxkhotftikhowpfjuzg7p3ca5eid.onion/) - The most
secure and private web messenger in Tor.
CryptoNeko (http://gge37trm7ia25brj425ri7e2pmugincsm6c2aiaa5wv6tmlztdffd3ad.onion/) - A safe
chat option.
可愛い (http://kawaiientmjfx4hjvwyjl2owa3pvrncsaotbws2ichnhh76uxd3yhbyd.onion/) - Anonymous
chat supporting multiple languages.
PissMail (http://pissmaiamldg5ciulncthgzudvh5d55dismyqf6qdkx372n2b5osefid.onion/) - A good,
free mail service option. Currently serving 42040 Users.
TorMatrix (http://qghpxemxapancgn5vg6hwcmhssxmq2pbjd6jcsxj7bzuv5az544ybhqd.onion/) - An
Onion Matrix home server on TOR for chatting. Android available.
Mailum (http://mailum3h3jwoeptq7p6wxoigqvc4m25kujxfybu7mud3uxkmebnphmad.onion/) -
Secure Email Service That Respects Your Privacy - free and paid options.
Freemail (http://freemaild77oyjrldgjyqrdyfhald5jshrfopfl54naflibq7yupalqd.onion/) - email, forever or
just for 10 minutes.

Social Networks

Galaxy3 (http://galaxy3bhpzxecbywoa2j4tg43muepnhfalars4cce3fcx46qlc6t3id.onion/) - Galaxy3 is a
new, Social Networking experience for the darknet!
Facebook (http://facebookwkhpilnemxj7asaniu7vnjjbiltxjqhye3mhbshg7kx5tfyd.onion/) - The real
Facebook's Onion domain. Claim not to keep logs. Trust them at your peril.
Mastodon link (http://66fweqwmqobgkzshkibab53qk3kmqy62mo5jkiohrth2nzied43cu4qd.onion/) -
with an account here you'll be able to follow people on any Mastodon server and beyond.
TorBook (http://torbookunuvxmwk57tfsqoljttg4lus3lkj6xcdf7uyyhdp5rjf7xcqd.onion/) - The facebook
of dark net.

Forums / Boards / Chats

Raddle (http://c32zjeghcp5tj3kb72pltz56piei66drc63vkhn5yixiyk4cmerrjtid.onion/) - ,,Reddit type
large forum.
SuprBay (http://suprbaydvdcaynfo4dgdzgxb4zuso7rftlil5yg5kqjefnw4wq4ulcad.onion/) - The
PirateBay forum.
The Stock Insiders (http://thestock6nonb74owd6utzh4vld3xsf2n2fwxpwywjgq7maj47mvwmid.onio
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n/) - The Oldest and the Largest Insider Trading Forum. The community for exchanging Insider
Information about the Publicly Traded Companies.
The Underground Railroad Chat (http://cboxkuuxrtulkkxhod2pxo3la25tztcp4cdjmc75wc5airqqliq2sra
d.onion/) - An online chat platform, you can chat here about almost anything
Recon (http://recon222tttn4ob7ujdhbn3s4gjre7netvzybuvbq2bcqwltkiqinhad.onion/) - Market forum.
AnonGTS (http://eux4gt4qcaiesps5w5rppxcenoe5shapwycums5yuiikmc4mpc74gpyd.onion/) - The
anonymous GTS forum.
8chan.moe (http://4usoivrpy52lmc4mgn2h34cmfiltslesthr56yttv2pxudd3dapqciyd.onion/) - the
infinitely expanding imageboard!
Endchan (http://enxx3byspwsdo446jujc52ucy2pf5urdbhqw3kbsfhlfjwmbpj5smdad.onion/) - The
imageboard at the end of the universe.
Paradise (http://4drjmo7z2dld4mci2limogypdibxxpg7dad6g2snnrdufw6lcradc2qd.onion/) - A
chatroom for the discussion of social problems and your ideas when you're uncomfortable talking
about such things off the computer.
Permed Pubes (http://ylwbs62zfllr4hhailwwysq2erzoxqcwqhfokkzimi73c2n4fp3mspad.onion/) - The
Most Chill Chatroom On The Dark web, no CP allowed
GuanXi (http://lhyytrv3v7m3upeevqtgvan7hlcfklc5qxumsamopyut723uz6cpwqid.onion/) - Building
social connections for psychos and hackers alike.
MEGA Chat (http://ylmjp76zk4ndvgpncbtgzrfsrzpblvlzgtuoduqgygwdlexou64iwfqd.onion/) - Chat
with other darkweb users from all walks of life.
SHTF - SHTF Preparedness Forum (http://pv6vfjj67wb4kooyq265z7fi4qi2lsa7m6e5wzzh7ahd42c7vp
ywn4id.onion/) - A Free-Speech Forum where you can talk about almost anything focusing on
preparedness for disasters with a flare for COVID. Includes PDF's and 3D Prints
Dark Secrets - Confess Your Secrets (http://cxaizvfj7atrpsuu57pqv3i4zjchntglma2x7ppqle5vf3nwaqm
xyyid.onion/) - Anonymous Confession Board. View people's darkest secrets or post your own
anonymously.
Dankrabb1t Chat (http://drc5nsfrndvr4zro5tpz3iwk5omrwpszq75upbxrmkfkpny5yrt4gfyd.onion/) -
Chit-chat with friends and strangers and have fun while at it :)
Pitch (http://pitchprash4aqilfr7sbmuwve3pnkpylqwxjbj2q5o4szcfeea6d27yd.onion/) - A Tor
alternative to Twitter.
Leftypol (http://76i2c3hn55fcj5nut3tqlboqqbbh23zvphv7lefk3vftpx6wketlanyd.onion/) - Leftypol is
an imageboard where users can post anonymously.
Leftychan (http://leftychans5gstl4zee2ecopkv6qvzsrbikwxnejpylwcho2yvh4owad.onion/) - Welcome
to Siberia.
WSS.chat (http://wsssspmmqsmqarsjxe643rkfafirnxxx3gffcygyxz3k57h6beudstad.onion/) - Another
Freedom of Speech chat!
Bizzle forum (http://bizzle7qdloigdiiqionusf7dfw6tmrqhtjwkjviwtjmwovphqftvaid.onion/) - hacking
forum with regular posts.
Lamdaplusjs (http://lambdaplusjs35padjaiz4jw2fugdoeutse262phqr72uf634s2wdbqd.onion/All/) -
Anonymous imageboard available through Tor, I2P, and Yggdrasil.
One Piece Chat (http://66x7svnoqejhh5dftqkppytakb7o7xhtm3drqbfr7pbihbgcn3mm4ayd.onion) -
One Piece Chat

Whistleblowing

SecureDrop (http://sdolvtfhatvsysc6l34d65ymdwxcujausv7k5jk4cy5ttzhjoi6fzvyd.onion/) - The open-
source whistleblower submission system managed by Freedom of the Press Foundation.
Active at Darknet Markets? (http://tcecdnp2fhyxlcrjoyc2eimdjosr65hweut6y7r2u6b5y75yuvbkvfyd.on
ion/) - Onion set up by the Police and the Judicial Authorities of the Netherlands, listing Active,
identified, and arrested Darknet Market operators.
AfriLeaks (http://f3mryj3e2uw2zrv3zv6up6maqosgzn27frz7xodvpl7pkestoyigtkad.onion/) - Blow the
whistle.
The Guardian (http://xp44cagis447k3lpb4wwhcqukix6cgqokbuys24vmxmbzmaq2gjvc2yd.onion/) -
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Whistle blowing.
ProPublica (https://p53lf57qovyuvwsc6xnrppyply3vtqm7l6pcobkmyqsiofyeznfu5uqd.onion/) -
Investigative Journalism and News in the Public Interest
Judicial review (http://caseslrwwcr744frvczmogqpa5jxfl6qhx3fxi2ne5pnro4yvsevhzid.onion/) - Huge
database of court cases (multiple languages available).
Judicial review/ Distributed Denial of Secrets (http://ddosxlvzzow7scc7egy75gpke54hgbg2frahxzaw6
qq5osnzm7wistid.onion/wiki/Distributed_Denial_of_Secrets) - Distributed Denial of Secrets is a
journalist 501(c)(3) non-profit devoted to publishing and archiving leaks, and to the free transmission
of data in the public interest.
Hush Line (http://j5kv55yiu3rneydqn4f35kyhejbq3fhkkm7glg5nbtvxgaxthou7g2ad.onion/) - A new
whistleblowing tool on darknet.
CNN (http://qmifwf762qftydprw2adbg7hs2mkunac5xrz3cb5busaflji3rja5lid.onion/) - CNN's leaks
uploading platform, powered by SecureDrop.
ParkTrack (http://y2u2kktykfwba7offqeynxsthsbaiznnmysew2so34fxgh6moss5taqd.onion/) - An
european initiative to improve the transparency of legislative processes.f
BureBureBure (http://http://bure3iqeqde7ynpluyuubochndt33wwsbkmo7kgf32bmli4zigjwvzid.onion/)
- Exposing project CIGEO which is a huge nuclear dump in France desguised as laboratory laboratory
for geological research + other news. Available in French, German, Italian, Spanish and English
languages.
YBTI (http://ybti.psyciumunsqarzsehz5xlgsi2mg4dkvntwf5bwj5kwbcbazwiuhna2ad.onion/) - Learn
the truth, learn to protect your data.
Four Thieves Vinegar Collection (http://ga5wrpojaen4lhedpp2ccbps2gzdt5kxtyvqwr364jji53oqjbsbdv
yd.onion/) - Harm reduction for the living.
Eupra (http://eupra3pj6ykvqvtr74aalae7msnq6mewfwaohkqq3qdbnxsevnmhjlid.onion/) - The
European Peace Research Association: Our purpose is to advance interdisciplinary, research into the
causes of war and conditions of peace.
Front Line Defenders (http://3g2wfrenve2xcxiotthk4fcsnymzwfbttqbiwveoaox7wxkdh7voouqd.onio
n/) - An international human rights organisation with the specific aim of protecting human rights
defenders at risk.
FsFe (http://fsfeorg3hsfyuhmdylxrqdvgsmjeoxuuug5a4dv3c3grkxzsl33d3xyd.onion/) - Free Software
Foundation Europe is a charity that empowers users to control technology.
radar.squat.net (http://3m2pgmhdsgrneurfbi5oxelzbytcgxaeajsmtxuijhen3l3asu3c5yad.onion/) -
Alternative and radical events agenda.
MIN (http://almhvxlkr4wwj7ah564vd4rwqk7bfcjiupyf7rs6ppcg5d7bgavbscad.onion/) - MIM(Prisons)
is a cell of revolutionaries serving the oppressed masses inside U.$. prisons, guided by the communist
ideology of Marxism-Leninism-Maoism.
SVR (http://svrgovru24yd42e6mmrnohzs37hb35yqeulvmvkc76e3drb75gs4qrid.onion/) - Reporting
platform for the Russian Foreign Intelligence Service.
PubLeaks (http://eozjdgpnnmvcfn3drxtirjcn5c27ydkzqlzn4iptam54eewhji6qlqqd.onion/) - Safely and
anonymously share information with the media (english and netherlands).
Cryptonix Project (http://eus53s7cg5h6ifwyz5re7bb2xi67xnbuer4srzticakr2uoyu7oeahqd.onion/) - We
are an open source, ad-hoc, decentralized project aimed at keeping information free and accessible to
all individuals.
North Korea (http://xkc4r7ta52yl77n22s7u3352j2pkpr24jmyf4w2nnsgukg3lrlvfjsqd.onion/) - Looking
for North Korea intelligence informant.
Anonymous Gratis (http://anonymous3yfsvwiroavlno5xzpyvqndqfnltj4wxonyfaset4ay6fyd.onion/) -
Hacktivist collective. Public-interest leak archive, signed broadcasts, encrypted comms, and self-
hosted Android privacy apps. No accounts, no logs.
Covid is a Scam (http://cve7bmoj64qci75lh7lfruwhyork5kyymaiibytsifxjfz7lya7p7yad.onion/) - Covid
Plandemic.

AI Tools
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H/P/A/W/V/C

Hack, Phreak, Anarchy (internet), Warez, Virus, Crack, Software, Database, Tutorials, Repositories.

Victor - Hostile Communication (http://rq2i5iwfiifyzclzqr6jlc67mafchk4javsn7fuzwtfkpismp44nphq
d.onion/) - Hostile Communication Center
The Opsec Bible (http://opbible7nans45sg33cbyeiwqmlp5fu7lklu6jd6f3mivrjeqadco5yd.onion/) -
Learn how to become ungovernable by achieving privacy anonymity and deniability
Nowhere (http://nowherejezfoltodf4jiyl6r56jnzintap5vyjlia7fkirfsnfizflqd.onion/) - Community
centered around Individual Freedom, the main service is The Opsec Bible
obsidian.st onion service (http://obsidiand244wsh2jnmqvnim2becs73dims5wc5hzse3o5ywvw6ryoy
d.onion/) - information, source code, and products related to the obsidian x64 pe packer.
RiseUp (http://vww6ybal4bd7szmgncyruucpgfkqahzddi37ktceo3ah7ngmcopnpyyd.onion/) - Riseup
provides online communication tools for people and groups working on liberatory social change.
DefCon (http://g7ejphhubv5idbbu3hb3wawrs5adw7tkx7yjabnf65xtzztgg4hcsqqd.onion/) - Home of
Hacking conferences
BlackHost (http://blackhost7pws76u6vohksdahnm6adf7riukgcmahrwt43wv2drvyxid.onion/) – A
small website focused on technology and security, offering open source programs and free anonymous
services
Tech Learning Collective (http://lpiyu33yusoalp5kh3f4hak2so2sjjvjw5ykyvu2dulzosgvuffq6sad.onio
n/) - Technology education for radical organizers and revolutionary communities.
RelateList (http://relateoak2hkvdty6ldp7x67hys7pzaeax3hwhidbqkjzva3223jpxqd.onion/) - Find out
relations between 5,962,991 organizations and 45,455,382 persons.
HeLL Forum (http://hell2ker5i3xsy6szrl2pulaqo3jhcz6pt7ffdxtuqjqiycvmlkcddqd.onion/) - HeLL
Reloaded is back!
Ransomware Group Sites (http://ransomwr3tsydeii4q43vazm7wofla5ujdajquitomtd47cxjtfgwyyd.onio
n/) - A very slight and simple website listing active leak sites of ransomware groups.
Wizardry and Steamworks (http://3wymlmcsvxiaqzmbepsdawqpk6o2qsk65jhms72qqjulk5u4bgmvs3q
d.onion/) - Technology-based wiki covering a bunch of computer-oriented topics and software.
The firmware backups (http://offpnnfq5oeksci5zbapal7aw5bugel2jbxlnrm33fjscks2wfzgjbid.onion/) -
A backup repository for firmware, drivers, and iso files. Has Intel, Amd, Dell, Asus, Microsoft, Linux
files among other companies.
OpenBSD Repositories (http://oqptm57xf2g6mziwphlf7eqmkdg3ni6qneuuf3wbqzhdfcjufhumaxyd.oni
on/) - The OpenBSD project produces a FREE, multi-platform 4.4BSD-based UNIX-like operating
system.
DB dump (http://trashbakket2sfmaqwmvv57dfnmacugvuhwxtxaehcma6ladugfe2cyd.onion/) - From
this page you can download sanitized database dumps and the files uploaded to thrashchan.
Archaic Binary (http://2rwwci63bq33gupmks3x2lboqld3x2ody3sowksxhl4ymrey7wlddoyd.onion/) -
A modern bulletin board. Archaic Binary is a (mostly) command line interpreted bulletin board system
providing a legacy interface for some useful APIs, Utilities, Files, Message Bases (FTN Style) and
access to ANSI/Text Door Games.
Kernal (http://cumshitudpemjs4exlopowrjlxj4gw7z3tvelx3wxkbqyihxkulyvpid.onion/) - Kernal is a
small funny, friendly and talented community of “hackers” or other weirdos.
InfoCon (https://ezdhgsy2aw7zg54z6dqsutrduhl22moami5zv2zt6urr6vub7gs6wfad.onion/) - Hacking
conference archive.
AnarSec (http://uwb25d43nnzerbozmtviwn7unn7ku226tpsjyhy5n4st5cf3d4mtflqd.onion/) - Tech
Guides for Anarchists.
APT96.com (http://o2cgnt55iwlishovskr6xovntd4o67loqmwh4g24bdg7qh3gmtydmxyd.onion/) - This
is the place where I share my ideas and thoughts. Safety and privacy tutorials.
Digidow (http://digidowhttlezhil6i7dpajfzku2duuzkyu4aork3wcqvrdyglcsrxyd.onion/) - Private
Digital Authentication in the Physical World.
Email Self-Defence (http://hhldo3tnt5solzj2bwfvh7xm4slk2forpjwjyemhcfrlob5gq75gioid.onion/) -
This guide will teach you a basic surveillance self-defense skill: email encryption.
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Free Competitors (http://xhxcyntzwnbkdkpqqjmlsy7kmjgqubgtyghuh5yyd5j4ne54dbgdgkyd.onion/) -
Please search for any software to which you would like to find a Free Software replacement. (working
very well, has a complete & updated database).
Icarus Project (http://icarus2yms7lbd33rlmfois75eeicqbn5nh7dnzvnf23bg2jwv4eilad.onion/) - An
online repository for documented Internet censorship circumvention techniques and methods.
Kicksecure (http://www.w5j6stm77zs6652pgsij4awcjeel3eco7kvipheu6mtr623eyyehj4yd.onion/) - A
secure by default OS always based on the latest security research.
LandChad.net (http://hp3fgghdt2qwnltz5iotm35gsgtcdc5ytaegmqg72aedqultms6bzlad.onion/) - This
is LandChad.net, a site dedicated to turning internet peasants into Internet Landlords by showing them
how to setup websites, email servers, chat servers and everything in between.
Libre Solutions Network (http://3vmmhpy7723gkeohqalch5ycesyjl7atnol5jdiqbb55a5be7bcmtrid.onio
n/) - Educates people on how to free themselves from dragnet surveillance and information control.
No Trace Project (http://i4pd4zpyhrojnyx5l3d2siauy4almteocqow4bp2lqxyocrfy6prycad.onion/) - No
trace, no case. A collection of tools to help anarchists and other rebels understand the capabilities of
their enemies, undermine surveillance efforts, and ultimately act without getting caught.
Naturella (http://naturelwg7o3bhnhwcmn6svzoekxkl3pv365krgmdpckonf5xvarlkid.onion/) - Discover
nature's psychoactive wonders.
0ut3r Space (https://reycdxyc24gf7jrnwutzdn3smmweizedy7uojsa7ols6sflwu25ijoyd.onion/) - News,
articles, tutorials and links. All about IT.
knowledge (http://owlzyj4to3l5daq6edgsgp5z4lh4tzlnms4z6jv6xdtkily77j4b3byd.onion/) - your guide
for everything Tor.
Security-in-a-box (http://lxjacvxrozjlxd7pqced7dyefnbityrwqjosuuaqponlg3v7esifrzad.onion/) -
Security in a Box primarily aims to help a global community of human rights defenders whose work
puts them at risk. Tutorials provided.
Daixin Team (http://7ukmkdtyxdkdivtjad57klqnd3kdsmq6tp45rrsxqnu76zzv3jvitlqd.onion/) - Data
leak.
Fuck Facebook (http://4wbwa6vcpvcr3vvf4qkhppgy56urmjcj2vagu2iqgp3z656xcmfdbiqd.onion/) -
435,627,630 indexed items from that Facebook dump of recent - ready to be searched upon.
OnionIndex (http://jptvwdeyknkv6oiwjtr2kxzehfnmcujl7rf7vytaikmwlvze773uiyyd.onion/) - Probably
the longest .onion index, both V2 and V3.
Insta database (http://leaklook7mhf6yfp6oyoyoe6rk7gmpuv2wdk5hgwhtu2ym5f4zvit7yd.onion/) -
Leaked Instagram Users and passwords.
4get (http://4getwebfrq5zr4sxugk6htxvawqehxtdgjrbcn2oslllcol2vepa23yd.onion/) - A metasearch
engine that gets results from other engines, and strips away all of the tracking parameters and
Microsoft/globohomo bullshit they add.
Bashe (http://basheqtvzqwz4vp6ks5lm2ocq7i6tozqgf6vjcasj4ezmsy4bkpshhyd.onion/) - hude leaked
database.

Hosting, website developing

Kaizushi's Little Onion Server (http://kaizushih5iec2mxohpvbt5uaapqdnbluaasa2cmsrrjtwrbx46cnai
d.onion/) - Darknet hosting on a secure Gentoo Hardened platform.
SporeStack (http://spore64i5sofqlfz5gq2ju4msgzojjwifls7rok2cti624zyq3fcelad.onion/) - API-driven
VPS hosting for Bitcoin. Clearnet and hidden Tor hosting.
Daniel's Hosting (http://dhosting4xxoydyaivckq7tsmtgi4wfs3flpeyitekkmqwu4v4r46syd.onion/) -
Free hosting solution only for a non-commercial personal project.
Cake Hosting Service (http://3u43xzqqujuj5auwgvtvmirt23itxrlcqb3y6ednfdda5byvz7pbjzid.onion/) -
Highly secure and very cheap webhosting provider. The owner might give you a free account if he
likes your idea.
Freedom Hosting Reloaded (http://fhostingineiwjg6cppciac2bemu42nwsupvvisihnczinok362qfrqd.oni
on/) - Anonymous Freehosting with PHP/MySQL Support
landchad.net (http://hp3fgghdt2qwnltz5iotm35gsgtcdc5ytaegmqg72aedqultms6bzlad.onion/) - A
onion mirror of the foss luke smiths landchad.net site which contains tutorials on how to host internet
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services
PrivateAlps (http://4wfsdhkbrdt6jwlozcmw2lzthoghgdrt3pty2vfre2ysdguvpazwfjad.onion/) - Servers
located in Switzerland, the company is registered in Panama. BTC and XMR payments accepted.
IncogNet (http://incoghostm2dytlqdiaj3lmtn7x2l5gb76jhabb6ywbqhjfzcoqq6aad.onion/) - Your
privacy friendly ISP, US and EU servers. BTC and XMR payments accepted.
UDN (http://ax3zoslh2ujdq3joyibdn657mhjfxjm637vxiix7iilxnfbsabces4qd.onion/) - Virtual and
dedicated machines in Ukraine. BTC and XMR payments accepted.
Privex (http://privex3guvvasyer6pxz2fqcgy56auvw5egkir6ykwpptferdcb5toad.onion/) - Multiple
locations available. BTC and XMR payments accepted (NO fiat payments at all).
FlokiNET (http://vf7vsrexwb7e4j65idp4hq4eqlvjiwrnvi3jnb4st7oteer5tzgvhaqd.onion/) - Virtual and
dedicated machines in Iceland, Romania and Netherlands. BTC and XMR payments accepted.
Anonymous Hosting (http://anonhost7sxxfhijy6a6wkarjedvh4yj2ndorqdrm5qy5dhdfbkdq6qd.onion/) -
Anonymous. Powerful. Cheap.
Ablative Hosting (https://hzwjmjimhr7bdmfv2doll4upibt5ojjmpo3pbp5ctwcg37n3hyk7qzid.onion/) -
Simple .Onion Networked Websites and Virtual Machines.
HostMeNow (http://hostqfzelpvo643zinnyfwlwv2ujdvadxh24qjlc4up242peackq5pid.onion/) -
Anonymous, off shore hosting, crypto accepted.
host4coins (http://utnesraitaphpasjotsemksy2nplji3hntcvyupc3yqxk44nbu3d4qid.onion/) - VPS
hosting service which only accepts Bitcoin and Bitcoin over Lightning Network payments.
OnionLand Hosting (http://dwebkjkovsjobzrb45dz6prnlifnapiyp2dba33vcmcsaikr2re4d5qd.onion/) - 3
days free, tor and crypto accepted.
XMR VPS hosting (http://wx4teirlfbbpbcgagndlyxu6x6v5bndz3cizvcm7e34zsciddysnmwid.onion/) -
-We are a small, privacy and security focused VPS provider, that accepts payments only in Monero.
Cockbox VPS Hosting (http://dwtqmjzvn2c6z2x462mmbd34ugjjrodowtul4jfbkexjuttzaqzcjyad.onio
n/) - Cockbox is a Tor-friendly, privacy oriented Linux/BSD VPS provider.
HostingMate (http://hostmate2s6cudoclklceo6u2jjjilgdz2rfx5r2xuezr26kx2jgl5ad.onion/) - .onion
accepted, 7 days free trial.
Impreza (https://portal.imprezareshna326gqgmbdzwmnad2wnjmeowh45bs2buxarh5qummjad.onion/)
- Offshore dedicated servers and more. Tor accepted.
CryptoServers (http://serverrx26udp34hmauf2tosp52gdemxocqyf2aowhxrbsyog356ubid.onion/) -
Cloud Hosting, crypto accepted.
Kowloon (https://portal.imprezareshna326gqgmbdzwmnad2wnjmeowh45bs2buxarh5qummjad.onio
n/) - Kowloon Hosting Services offers virtual hosting with .onion domain name creation at low prices.
Njalla (https://njallalafimoej5i4eg7vlnqjvmb6zhdh27qxcatdn647jtwwwui3nad.onion/) - Considered
the worlds most notorious "Privacy as a Service" provider for domains, VPS' and VPNs. Crypto
accepted.
Privex (http://privexqvhkwdsdnjofrsm7reaixclmzpbpveefiu4uctfm2l4mycnwad.onion/) - VPS and
HIVE VPS provider, crypto accepted.
Remote Linux servers support (http://rsupcow4waqatza2blj4lnqkwprbvdt2bcfv7qiavlnk7hs43elgpei
d.onion/) - Administration, configuration and protection of servers (Dedicated / VPS) baseon CentOS,
Debian, Ubuntu, FreeBSD, etc.
UDN (http://ax3zoslh2ujdq3joyibdn657mhjfxjm637vxiix7iilxnfbsabces4qd.onion/) - Ukrainian Data
Network is an Internet Service Provider in Kiev/Kyiv, Ukraine. Vps and dedicated. Multiple payment
options available including crypto.
UberSpace (http://ubrspc3z5xuzh2iss4xuacpjdqj24orwnuye5hk23cpykd3mcujvygqd.onion/) -
Uberspace is a hosting platform targeted at people who want to look behind the scenes, do things we
didn’t anticipate and generally prefer working with a text-based console. Our objective is to not only
host the content you’d like to see on the web, but also to introduce you to Linux and basic shell usage.
Kyun (http://kyunnnckhnkl6oevonhwbltenwbgxwxf54mcpvmicphmaeqr5ourgqyd.onion/) - KVM-
powered virtual machines, no KYC, monero accepted.
NiceVPS (https://nicevpsvzo5o6mtvvdiurhkemnv7335f74tjk42rseoj7zdnqy44mnqd.onion/) -
Uncensored Hosting, virtual and dedicated. Crypto payments.
Anon hosting (http://anonhfax4xu3tpkmevtnsjcdnngbn63qn6rhn2mb7mtjwfvycnltgbid.onion/) - The
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largest darknet hosting provider in the world. Military-grade encryption with offshore bulletproof
protection for complete anonymity.
Servers Guru (https://srvguru7bjzzjba7xy2hnx2ju4k77qy4eum2h3tgudwc3j2zof4aggyd.onion/) - Fast,
reliable, affordable and Anonymous Hosting.
MyNymBox (http://mynymecyaiv7t55qiggp76rzqz35si5g7nzdh3yci4wiqbmlwqg7xeyd.onion/) -
Truly Private Hosting. No Compromises.
nexus archive (mirror) (http://vanity7xxr7mxm6gqxsgq5edn3wqe6lyc7aizibmnpj2siomhg5i75qd.onio
n) - tor v3 vanity addresses for cheap. <10 chars, <$10.

File Uploaders

SecureDrop (http://sdolvtfhatvsysc6l34d65ymdwxcujausv7k5jk4cy5ttzhjoi6fzvyd.onion/) - Share and
accept documents securely.
BlackCloud (http://bcloudwenjxgcxjh6uheyt72a5isimzgg4kv5u74jb2s22y3hzpwh6id.onion/) - A
minimalist, but useful .onion pastebin
Keybase (http://keybase5wmilwokqirssclfnsqrjdsi7jdir5wy7y7iu3tanwmtp6oid.onion/) - A good
pastebin with end-to-end encryption
Megator (http://crqkllx7afomrokwx6f2sjcnl2do2i3i77hjjb4eqetlgq3cths3o6ad.onion/) - Nothing to do
with the clearnet provider, but still a very good file uploader
Stronghold Paste (http://strongerw2ise74v3duebgsvug4mehyhlpa7f6kfwnas7zofs3kov7yd.onion/) -
Simple pastebin.
Paste.onion (http://paste2vju4l4ps5z52aqydmxavq73duz5o6yp6fz7jmo4ggl7ey5dxyd.onion/) - A
pastebin launched and developed for coding communitity especially.
Etherpad (http://spxjxepg6wcdao4on5ncejbwbjv2uehfje3cnmlyrpccrlqskgvm65id.onion/) - Online
text editor.
EtherCalc (http://bcton4zbvzauoufghypxhuslbfcch44akcn3geedhf4nk2vlqdb25ryd.onion/) - Edit
uploaded documents.
ZeroBin (http://zerobinftagjpeeebbvyzjcqyjpmjvynj5qlexwyxe7l3vqejxnqv5qd.onion/) - ZeroBin is a
minimalist, opensource online pastebin where the server has zero knowledge of pasted data.
Image Hosting (http://uoxqi4lrfqztugili7zzgygibs4xstehf5hohtkpyqcoyryweypzkwid.onion/) - Upload
your images/photos to our free image hosting.
Image Upload (http://oju4yn237c6hjh42qothvpreqecnqjhtvh4sgn3fqmsdvhu5d5tyspid.onion/) -
Multiple file formats accepted.
Pedoro (http://dic5v3rpphxnlvtudevxnodwz3hlr2xulddymfzehknju4s66qxpsrid.onion/) - An online
image uploader.
The Underground Gallery (http://artistzubelolngubx6pmd6w2xacl3yj7jllxjdnrhh7assk7ioevjad.onion/)
- Free as in freedom art gallery
MicroBin (http://pastebin2ehip2krvuz7zd5mli4t6zti3vbt4yiaxn3vqq3bxx65aqqd.onion/) – A simple
pastebin based on the software with the same name. Works perfectly without JavaScript.
Yapp (http://llpwcbhwnjxdkeqdvfhud5657v6yx5msx7bngkfkbzz6p2nqh32eljid.onion/) - A simple text
based public pastebin.
Eternal File Hosting (http://eternalcbrzpicytj4zyguygpmkjlkddxob7tptlr25cdipe5svyqoqd.onion/) -
Max 100 MB files are hosted forever with zero access encryption and no logging or tracking.
AnonLeaks (http://lu4aakwcq2b5dgqufc464fireyxvjb7o2rcwmojtjwuxlmwcyi345gyd.onion/) -
Anonymous file sharing service.
PrivateBin (https://ronindchpf2qcdpgzgrcjwyvaoyppo57izgca6fdzbmast5xaeouiyqd.onion/) -
PrivateBin is a minimalist, open source online pastebin where the server has zero knowledge of pasted
data.
BBW paste (http://2bugxw3e257bhppkxk257v5y2fsyv42lgmwhotzbro2gfdkv4hmfstyd.onion/) - Open
source online pastebin where the server has zero knowledge of pasted data.
Riseup Pad (http://kfahv6wfkbezjyg4r6mlhpmieydbebr5vkok5r34ya464gqz6c44bnyd.onion/) -
Etherpad provided by riseup.net
Signun pads (http://harpbbs6ec2nov7etkltbtriovgbmtmnc56252xwvforacbwlckz7wyd.onion/) -
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Etherpad by Signum.
systemli pad (http://mjrkrqnlf26etelsi7zpkqc3dzlrzyurvmd3jksmndarzzbugz5xctid.onion/) - Etherpad
by system.li.
Send Anon (http://sendanonczrjgi3ly72a57oeuhgbeibiqhz6yqtmira5e6ahfkdg4hqd.onion/) - Send files
anonymously | sendanon.io.
Elbinariopad (http://padbinanrva2oapau5w4u5bsnzajm424tcosaacd7bjkdvts57rxs3id.onion/) -
Etherpad by etherpad.org.
dump.li (http://dumpliwoard5qsrrsroni7bdiishealhky4snigbzfmzcquwo3kml4id.onion/) - Image
hosting & pastebin.
espiv files (http://ppadtxp6ftkevbdqvntq6pqu5qsvlp6q6mfqwosevg3akmaf5qjkykid.onion/) - Free file
uploader, max 250mb.
ipah (http://ipah3djxlaro6o2h4lm3qwctcl42shj52q2ybvhiezratxndkeg7ozad.onion/) - simple and free
file hosting.
Oshi (http://5ety7tpkim5me6eszuwcje7bmy25pbtrjtue7zkqqgziljwqy3rrikqd.onion/) - Anonymous file
storage, max 5000mb.
temp send (http://4tdb2oju6nrrp77en6opmyfucvycs22y5ohuizfgjvbyjqjovltooyyd.onion/) - Send files
online, free - TempSend.com.
OnionShare (http://lldan5gahapx5k7iafb3s4ikijc4ni7gx5iywdflkba5y2ezyg6sjgyd.onion/) -
OnionShare is an open-source tool that lets you securely and anonymously share files, host websites,
and chat with friends using the Tor network. (you have to download the client).
Image Hosting (http://uoxqi4lrfqztugili7zzgygibs4xstehf5hohtkpyqcoyryweypzkwid.onion/) - Upload
your images/photos to our free image hosting servers and share them with your friends, family,and
collegues.
Gecko (http://gekkkoptvmgasa4zvt6a5r55ltncfvyitv4ylxebmzjgoilegifiyjyd.onion/) - Anonymous
photohosting with automatic metadata cleaning.
Easy Image Upload (http://oju4yn237c6hjh42qothvpreqecnqjhtvh4sgn3fqmsdvhu5d5tyspid.onion/) -
Allowed JPEG,GIF,WebP and PNG. Multiple files upload is supported. Total upload size up to 50MB.
RapidShare (http://rapidsh4n6avpuondyngxxkymboadnyqfdzodvauiaqpedrockewttqd.onion/) -
EasyFile hosting.
CCCPaste (http://cccpastefzuz6unowzgjtdwmxwjfgf5za7owwci3b2zys4jmc3xjszad.onion/) - Simple
and reliable pastebin.
Disroon Bin (http://n63ite5off46lfh7qei4uhkvttrgvpve7ag3kwftlqkxo4o5mu7l4cqd.onion/) -
Encrypted pastebin by PrivateBin - Because ignorance is bliss.
Disroon Etherpad (http://bzg6fq2cbzrp52z5xkmggsiqhfc4zb4ouq3g7y6b2yfdnuud6yajpyqd.onion/) -
Create and share documents in real time.
Enfileup (http://enfiledhe53zp2ll5py54dsfcl2uuvsv5a7vfvzkal5ladsuyanxxeid.onion/) - Secure, no-
logs file sharing and pastebin with end-to-end encryption and self-destructing links — your data stays
completely private.
Quick File Hoster (http://oi2rqnjbz7bhhd56vrlzbk4pocrvjjfcxq4iz4fvff3vr5ll2ljts3id.onion/) - Quick
file hoster, 32MB max, no JavaScript required
Noodle Cloud (http://noodlenesg5ekycoz3ktqifwitqvazl5effygfe5hqlsuuxxzl6euuad.onion/) - Free File
Hosting Service with sheets creation and tips features.

Software engineers, consultancy

alden.page (http://aldenp5fkdeagzwb7j4snypyxm76tucru2bm2b4bwdfd76k2dfti4tad.onion/) - Staff
Software Engineer at DoubleVerify, New York, NY. I build distributed systems.
Alexander Hansen Faeroy (http://lxwu7pwyszfevhglxfgaukjqjdk2belosfvsl2ekzx3vrboacvewc7qd.oni
on/) - I am a hacker based in Copenhagen, Denmark.
CodeCoffin (http://codecfn6joqlr6fiwxdreztojh563y33zpymvdn6zkxk2gtnggh6g5id.onion/) - I am a
programmer and am studying cyber security. I live in the uk and am 19 years old.
Jake Jarvis (http://jarvis2i2vp4j4tbxjogsnqdemnte5xhzyi7hziiyzxwge3hzmh57zad.onion/) - I'm a
frontend web developer based in the Boston area.
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Amazon Redshift Consultancy (http://l24qgjfin436fqou22lusrbqmvoysp6jeey5fdn2fr7zzzv2e35jwri
d.onion/) - I am Max Ganz II, a globally available Amazon Redshift specialist.
decoded.legal (https://dlegal66uj5u2dvcbrev7vv6fjtwnd4moqu7j6jnd42rmbypv3coigyd.onion/) - We
are a tech-savvy virtual English law firm, helping Internet, telecoms, and technology businesses
achieve their commercial goals, and navigate often complex regulatory environments, in a pragmatic,
risk-aware manner.
Dade (http://dadehacks5p4qrui2wy2bcfp37wgtycysqhxuwa2o7k2t34rryrzhdqd.onion/) - Dade has 15
years of blockchain experience, 31 years of kubernetes experience, and 400 years of machine learning
experience.
Feeding the cloud (http://xfdug5vmfi6oh42fp6ahhrqdjcf7ysqat6fkp5dhvde4d7vlkqixrsad.onion/) -
François Marier. Free and Open Source developer.
Isaac Ganoung (http://ganoungg7wazgsuhcpn2k5otj4ubj2fegi3hhbsxxk4ky4dzlogpx3yd.onion/) - I
prefer programming in Common Lisp, but I am also familiar with C++, Python, and UNIX shell
development.
Chris Partridge (http://tweedge32j4ib2hrj57l676twj2rwedkkkbr57xcz5z73vpkolws6vid.onion/) - blog
of a security engineer.
Coding Otaku (http://3oamv2de6ooacy72hv3ulym3i3vvlprlkqas7hhzo4pu5nyxnji37zad.onion/) - I am
hoping to inspire new and young developers to take the right path.

Bitcoin, Monero, crypto and blockchain

GridCoin (http://u4embjw2uzwpdubgm72ywbmixte4kqgwurc4r4rp6elhlokutdfsy4id.onion/) -
Notarize Documents with the Gridcoin Blockchain. Free.
BisQ (http://s3p666he6q6djb6u3ekjdkmoyd77w63zq6gqf6sde54yg6bdfqukz2qd.onion/Main_Page) -
Bisq is a decentralized bitcoin exchange network that enables secure, private and censorship-resistant
exchange of bitcoin for national currencies and other cryptocurrencies over the internet.
CrypTor744 (http://cryptor744w6rl53zcydeqd6s5qi74zbeioicycjccbdxk77qnbaxlqd.onion/) -
Prediction market, Tor & Monero usage awareness.
0xB10C Bitcoin Developer Blog (http://kd6oox7aowzt5ypwdp2o5curwkgtjjzzk33ecejomm52epjr74da
oeid.onion/) - I work fulltime on open-source Bitcoin projects.
Explorer (http://btcexpz7xlwrqknqw6p3bok6shf73qtkd6zxct4x4qta2ktvh7ntprad.onion/) - Bitcoin
blockchain explorer.
Bitcoin hidden full node (http://bitcoin4x427bkoozfk3uxut4cssb7ufh3fnb7phcbhpietuwrsfllad.onion/)
- Learn how to send Bitcoin transactions without exposing your IP address.
Blockstream (http://explorerzydxu5ecjrkwceayqybizmpjjznk5izmitf2modhcusuqlid.onion/) - Bitcoin
blockchain explorer.
Decred (http://dcrdata5oppwcotlxkrlsp6afncnxvw54sw6jqftc4bjytm4rn27j3ad.onion/) - Block
explorer by dcrdata.org.
Mempool (http://mempoolhqx4isw62xs7abwphsq7ldayuidyx2v2oethdhhj6mlo2r6ad.onion/) Block
explorer.
Robosats (http://robodexarjwtfryec556cjdz3dfa7u47saek6lkftnkgshvgg2kcumqd.onion/) - Simple and
private p2p Bitcoin exchange, buy and sell Bitcoin using gift cards, revolut, pix, sepa, wise, cashapp,
zelle, strike and many other payment methods.
Infinity (http://gyrwc2fhteu3jvpf5hywojfumxjjxplm2vkgcy4tziwpqaaz2wtirzqd.onion/) - Anonymous
crypto exchange.
Intercambio (http://ybnc7t4gnaixrvawshppx6nauxrvyxf4nmppfk74ztqgd46q3ifjl4id.onion/) -
Anonymous crypto-swap interface.
MoneroResearch.info (http://clszzn47y57uwkrgnfc7wllalvodopzqrp4spb6zbz2t3ulxngcfqsad.onion/) -
Collection of research papers relevant to improving Monero, powered by the WIKINDX open source
software.
Start9 (http://privacy34kn4ez3y3nijweec6w4g54i3g54sdv7r5mr6soma3w4begyd.onion/) - Hardware
server producer with proprietary OS, can be used as a bitcoin node.
Blockonomics (http://ztr62mq7bk5to7ar6vumnehy3n4rr526kvdncrvfzljjm6dfw2cjpwid.onion/) -
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Bitcoin address wallet lookup (block explorer).
Boltz (http://boltzzzbnus4m7mta3cxmflnps4fp7dueu2tgurstbvrbt6xswzcocyd.onion/) - Non-Custodial
Bitcoin Bridge. Swap between different Bitcoin layers while staying in full control.
OrangeFren (http://rnwis2whetqcj4oknksnc5l24jbh33nflunifff3xtjjonnoxu3ld6id.onion/) - A KYC free
platform that connects you with other crypto exchange services, some in partnership. Also has a
forum.
Feather (http://featherdvtpi7ckdbkb2yxjfwx3oyvr3xjz3oo4rszylfzjdg6pbm3id.onion/) - A Free
Monero Desktop Wallet.
Wasabi Wallet (http://wasabiukrxmkdgve5kynjztuovbg43uxcbcxn6y2okcrsg7gb6jdmbad.onion) -
keep your funds untraceable with the reliable high volume bitcoin mixer.
b10c (http://kd6oox7aowzt5ypwdp2o5curwkgtjjzzk33ecejomm52epjr74daoeid.onion/) - Bitcoin
developer working fulltime on open-source Bitcoin projects.
Chip mixer (http://chipmixorflykuxu56uxy7gf5o6ggig7xru7dnihc4fm4cxqsc63e6id.onion/) - Use
chip-based transactions to ensure a greater degree of privacy and anonymity.

Audio - Radios on Tor

RadioCBS (http://cbsrdi4vw4orqehzp2f4a4z36pmqbr2jsbf3piofifncqdnbx6movryd.onion/) -
Comunicações Brasileira de Sistemas – A Rádio dos profissionais de Tecnologia da Informação.
Deepweb Radio (http://anonyradixhkgh5myfrkarggfnmdzzhhcgoy2v66uf7sml27to5n2tid.onion/) -
RadioServices operating over TOR.
No Tone (http://lgmtjgfpqk6hpik7yygkhavqivn6wsmfa7s7vszmcxwqkpwodinbhnad.onion/) - Tunes.
Alternative Deep Web Radio (http://tmnguwi25tpvx6lhsmmnxwqvkntepyqtaz3adhcezudl74ae7oclc7i
d.onion/) - Like the name says. Listen to some great music here.
XMR.radio Audio Stream (http://kxmrdbwcqbgyokjbiv7droplwhxvli3s7yv5xddxgrtajdpdebgzzzqd.oni
on/) - KXMR-DB - Monero Community Radio.
RadioSawa (https://www.sawa6ewxbjpj2ljny6nct4po2qbpl435buxvv5sczfinybklzycjvvyd.onion/) -
Radio, news, video recordings of news (arabic).
Elsaha (https://www.elsahabg5h6nmfqogrwkyh4a2hq3vyxyaqeuyx2lshkm7liytcw5d6yd.onion/) -
Radio, news, video recordings of news (arabic).
Irfaasawtak (https://www.irfaa7fwuwkxzhugg4qj4k6gk7agdycknmy4gnryt67djku5unnjvwqd.onion/) -
Radio, news, video recordings of news (arabic).
Airwave Broadcas (http://27zjwyzy2fykq7xwgzi5jjmrzaewvqh2b2447e5mwas5em2b5luseiqd.onion/)
- radio.
The Bright Void (http://tbvoid52fwy65zebevfejwmhhqclxqvv6voazhye2khdmvr5ee3r27id.onion/) -
The Bright Void: Blogsite & Radio

Videos / Movies / TV / Games

TGx (http://galaxy3yrfbwlwo72q3v2wlyjinqr2vejgpkxb22ll5pcpuaxlnqjiid.onion/) - The torrent
galaxy.
Google Feud (http://lkqx6qn7whctpdjhcoohpoyi6ahtrveuii7kq2m647ssvo5skqp7ioad.onion/) - A fun
online Google autocomplete game
Archive (http://ntxc7ezh3xurkpzqjhct7fcwolpbycpqijxqid26exfxozwq6wmp6lyd.onion/) - Archive/
piracy site has shows, movies, pc games, mobile games & more!
Invidious (http://grwp24hodrefzvjjuccrkw3mjq4tzhaaq32amf33dzpmuxe7ilepcmad.onion/) - Youtube
frontend.
Libertarian (http://bxewpsswttslepw27w2hhxhlizwm7l7y54x3jw5cfrb64hb6lgc557ad.onion/) -
Youtube frontend.
jrra.zone (http://6dir3a7emwpuwoiycjh2mujqgiwiq7qbz54ss4q4dk6jn33qf35qgwad.onion/) - I am a
chat enthusiast who plays a lot of video games.
ARK (http://ark.goodgamell762ckqk376pqtg7ltdhgtvsvk32m7im2v5ntd3o33ylbqd.onion/) - Survival
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Evolved Game Hosting Selection.
The Tor ROMs Archive (http://ggkb2j5khxeunhzguurawvmefco5n4b5pj3nngoga27qu5p3ykrfizid.onio
n/) - A collection of ROMs of old videogames for the classic Nintendo and Sega consoles.

Books / Archives

Imperial Library of Trantor (http://kx5thpx2olielkihfyo4jgjqfb7zx7wxr3sd4xzt26ochei4m6f7tayd.onio
n/) - Close to one million books.
Comic Book Library (http://nv3x2jozywh63fkohn5mwp2d73vasusjixn3im3ueof52fmbjsigw6ad.onio
n/) - Total Comics: 2484.
Bible4u (http://bible4u2lvhacg4b3to2e2veqpwmrc2c3tjf2wuuqiz332vlwmr4xbad.onion/) -
Uncensored Bible for Darknet.
Anarchist Books (http://7waci3lpg2exi5njh47eabg6ssdq6dbcpdd3jroomh2jfkx64rigppyd.onion/) -
Free library of anarchist books in PDF.
Just Another Library (http://libraryfyuybp7oyidyya3ah5xvwgyx6weauoini7zyz555litmmumad.onion/)
- A library that offers books, courses and art content.
The Secret Story Archive (http://tssa3yo5xfkcn4razcnmdhw5uxshx6zwzngwizpyf7phvea3gccrqbad.o
nion/) - A large database of archived stories.
Archive.today (http://archiveiya74codqgiixo33q62qlrqtkgmcitqx5u2oeqnmn5bpcbiyd.onion/) - The
famous Archive.today is a time capsule for web pages.
Read/Readings (http://dujlqs6icpu4embrig5bpjh6ctmdm42tyodhsr6c7oxklft6itdtrlid.onion/) -
Philosophy(mostly) books collection
MayVaneDay Studios (http://sabladem4rxv5p34qcpz6sxitmftvmzmlzi4cjmmh5a3phcvdi3k2wad.onio
n/) - A blog, mostly about interesting books
Bibliothèque (http://bibliotgj7uoalolnsxwebynomyz4jwqibaq4hsgl5tnhpvyfmfzsbyd.onion/) – A
French Darknet book library.
Z-library (http://zlibrary24tuxziyiyfr7zd46ytefdqbqd2axkmxm4o5374ptpc52fad.onion/) - The world's
largest ebook library.
Based Cooking (http://wpzzhvw6q32pneau3rzsa5h7tzl7fgswya3cgtmu5rpesd725bii3cad.onion/) -
Cooking recipes from all around the globe.
educate.onion (http://educate6mw6luxyre24uq3ebyfmwguhpurx7ann635llidinfvzmi3yd.onion/) -
Open Directory Data Archive.
The Anarchist Library (http://libraryqxxiqakubqv3dc2bend2koqsndbwox2johfywcatxie26bsad.onion/)
- 1000 pages of essays, books and articles, first entry in 2009, constantly updated.
Wizardry and Steamworks (http://3wymlmcsvxiaqzmbepsdawqpk6o2qsk65jhms72qqjulk5u4bgmvs3q
d.onion/) - Huge collection of tutorials for general IT, cracks, cheats, cars and many more.
The Swiss Bay (http://swissbaync5d7ykaz7dh7v4qjrb4gmen5aj3bogxrcgbb43ij34bjuyd.onion/) -
Book archive.
Tortuga (http://trtgarpwmcv6lbtzfdtdoqb5lpxni3pkekb4vecmdwf4kjjoplbvdkyd.onion/) - Search
engine for books/articles.
Bible - several links for downloading versions of the Bible.
Libraries A more complete list.

Conferences

Debian mini conf (http://j2bwwakp5uxzqykhmuiumj5b4sbtcb2syy4kz5ecql6sgcie7z7sctqd.onion/) -
LCA2015 Debian Miniconf & NZ2015 mini-DebConf.
Def Con (http://g7ejphhubv5idbbu3hb3wawrs5adw7tkx7yjabnf65xtzztgg4hcsqqd.onion/) - World
largest hacking conference.
Debconf (http://4ja5brrs4x4qvgquthmjkjykgxbvnfwau7ucgfb3ebclnkl5cpjyw4yd.onion/) - Various
shared debconf.org files.
Minidebconf (http://a6edt446yugmd5m7ym2ffwu63mofe2z66ttnk3v7v6jrdsjcyubg3yyd.onion/) -
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Tamil Nadu - India.
The deb conf (http://m6rqq6kocsyugo2laitup5nn32bwm3lh677chuodjfmggczoafzwfcad.onion/) -
Archives of the conferences.

Drugs

EuCanna (http://wges3aohuplu6he5tv4pn7sg2qaummlokimim6oaauqo2l7lbx4ufyyd.onion/) - 'First
Class Cannabis Healthcare' - Medical Grade Cannabis Buds, Rick Simpson Oil, Ointments and
Peoples Drug Store (http://4p6i33oqj6wgvzgzczyqlueav3tz456rdu632xzyxbnhq4gpsriirtqd.onion/) -
The Darkweb's Best Online Drug Supplier
Smokeables (http://porf65zpwy2yo4sjvynrl4eylj27ibrmo5s2bozrhffie63c7cxqawid.onion/) - Finest
Organic Cannabis shipped from the USA
CannabisUK (http://hyxme2arc5jnevzlou547w2aaxubjm7mxhbhtk73boiwjxewawmrz6qd.onion/) -
UK Wholesale Cannabis Supplier.
DeDope (http://dumlq77rikgevyimsj6e2cwfsueo7ooynno2rrvwmppngmntboe2hbyd.onion/) - German
Weed and Hash shop (Bitcoin)
BitPharma (http://7bw24ll47y7aohhkrfdq2wydg3zvuecvjo63muycjzlbaqlihuogqvyd.onion/) - EU
vendor for cocaine, speed, mdma, psychedelics and subscriptions
Brainmagic (http://6hzbfxpnsdo4bkplp5uojidkibswevsz3cfpdynih3qvfr24t5qlkcyd.onion/) - Best
psychedelics on the darknet.
NLGrowers (http://gn74rz534aeyfxqf33hqg6iuspizulmvpd7zoyz7ybjq4jo3whkykryd.onion/) - Coffee
Shop grade Cannabis from the netherlands.
Midland City (http://mcityef3eueeh26mo2e7jn6yypgnvtbu2w57kcka6g3zu7u4xv5cgkid.onion/) -
Weed, hash, benzos, ketamine, heroine, mdma, digital goods. Best price/quality

Erotica

If you ever find a website here, which hosts or links to child abuse material, notify us, and we will do our
best to remove it as quickly as possible.

Noncommercial (E)

Semen alert (http://ejaculatelqqkdhpjvjzhjpuldfuup2q37cfgmf6eknikq5xkliep4yd.onion/) - The last
time I ejaculated was...
Chaturbate.com archives (http://k46bkzd24eccvlpbfh7ngkmgnrt3nxosyvro4hwkoknpoeua52jw2mqd.o
nion/) - The largest video archive site of models on chaturbate.com (30Tb, 650 models and 6500
videos), you can also request the recording of all videos of a specific model!
Anonym Help for Paedophiles (http://njbpph6wt7n2fzmok5t3z6pnzvv22jtuqdoscc73ilshfty7yll6pny
d.onion/) - Multi-language help page for people with a sexual interest in children.

Commercial (E)

TeenPorn (http://tgtwiba5y3i3vh4n3a55utgpabwu5wx26eqqbgwrxd6gmc73rbxdclad.onion/) The best
selection of amateur teen porn videos from the deep web

Uncategorized

Services that defy categorization, or that have not yet been sorted.

Webpage Archive (http://archiveiya74codqgiixo33q62qlrqtkgmcitqx5u2oeqnmn5bpcbiyd.onion/) -
Onion version of the multilingual web archiving page Archive.today
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Bibliogram (http://rlp5gt4d7dtkok3yaogocbcvrs2tdligjrxipsamztjq4wwpxzjeuxqd.onion/) -
Bibliogram is a website that takes data from Instagram's public profile views and puts it into a
friendlier page that loads faster, gives downloadable images.
TorStatus (http://t3qi4hdmvqo752lhyglhyb5ysoutggsdocmkxhuojfn62ntpcyydwmqd.onion/) -
Connection stats.
Darktea (http://it7otdanqu7ktntxzm427cba6i53w6wlanlh23v5i3siqmos47pzhvyd.onion/) - A git
server.
Creepy doge token (http://d6d5ezly35m544pgqreuagrf6zlsktejp5z267negfe72exkngkzfpyd.onion/) -
Creepy doge token
Ephemeral (http://ua76ydxg47fmmanmaxnq45rgkd24exbdppo3vtugy7vg4jy37i43aead.onion/) - A tor-
only quiz-based dating and social networking app

Non-English

Brazilian

Respostas Ocultas (http://xh6liiypqffzwnu5734ucwps37tn2g6npthvugz3gdoqpikujju525yd.onion/) -
Brazilian Q&A forum, Yahoo Answers style
WeirdLog (http://laingg42wznukvzjn52cos6bj6brgyiwtxf5rpq3bu5pad56volhe2qd.onion/) - Brasil
Blog
Fórum Brasileiro Ativo (http://exiliow4ctlzrvaglkgwqnpxdlvrxmdgvuy2hkbzqoziebfim6q5hwid.onio
n/) - Fórum Brasileiro Ativo (PT-BR)

Finnish / Suomi

French / Français

French Freedom Zone (http://ffzonepk5v476zc7cvpamt6qvhq3z7xixnu5lb35v627vxqz6sms7yyd.onio
n/) - Malwares, Hacking, Dev, Esotérisme | Elitisme & Aristocratie.
FrChan (http://frchano4z7wr37nlzogiboypoc7hvwrtskkexk2chtjmbioysevmetad.onion/) - FrChan est
un système de forum où vous pouvez communiquer rapidement et librement.
French World (http://frenchwltobamdhyq5y2egezkbnz53ws5kaa6wnscildhnegdw5nhsyd.onion/) -
French forum.
Trollodrôme (http://trollodrome2.torpress2sarn7xw.onion/forum/forum-non-modere/) - Forum non
modéré.
Le Conseil de la Vouivre (http://leconseildelavouivre.torpress2sarn7xw.onion/) - Mysterious French
website
Le Tesseract (http://74d4eshogf7wae6bpfiymdhvrdowsvkvjobu75xon5pgyncn6s2vp2id.onion/) - Club
occulte, de retour après quelques années de silence!
French Pool (http://jkie5viyrmymttownlksylz5vipyxxvs6qgy2yybgbssoiuf7a7klpqd.onion/) - Forum
libre et non-modéré.
Le Loup Blanc (http://leloupwtyyv3zizf3je5zvdmexlpqlfdk2it5b4uzawgsp2ck3oy4wad.onion/) -
Nouvelle communauté française Forum/Chat/Auto'Scan.
Trôllolo (http://trollohihybrlnzd36fgdnyumjfc6yvdn6xt5gsgvtnjtgmoesbmkmyd.onion/) - Forum de
troll 100% français et 100% décalé.
A l'ouest (http://5amrwxem7te6pddtqr7n6haon6xouaggmhxq6w2xpklefejlllclc3id.onion/) - Site
cooperatif d'informations locales et d'ailleurs.
Manif'Est (http://oui2vh4qljf5gaku7rinkk2ltv4fkqtiamvv7bwhnnpukgowo36oixqd.onion/) - Mani-
fest.info, media participatif de lutte du grand-est.
Marseille Infos Autonomes (http://vap3miljiaw72s6k4jto2xrhecodjv2hhar5cd45gjbgmutkx7q6s2yd.on
ion/) - Site collaboratif de luttles a Marseille et alentours.
IAATA (http://cfagyibm56yw7f6cfsc6tfdcf4cuvtkmslkmxfllduszgcihrkhk6hyd.onion/) - Information
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anto autoritaire Toulouse et alentours.
Bibliot (http://bibliotgj7uoalolnsxwebynomyz4jwqibaq4hsgl5tnhpvyfmfzsbyd.onion/) - La
bibliothèque et ses cercles infernaux.
Sedna RSS (http://6aemvzqu2zbjp3m56zhi2kaqrsdlhfirfyppbmyock25fgf7xcmzgiid.onion/) - Medias
libres.
Renverse (http://vnd4dagcm4c5qtcshb74bpiyv4cgtod4ea3ikivof5cuviec743f36ad.onion/) -
Information et luttes, Suisse romande.
Reims Media Libres (http://pzoorzp7ckherc6jma6dg73hi4qerxi7uczapryk7bullfhavekezqyd.onion/) -
Site collaboratif d'informations locales - Reims et alentours.
La Rotative - Archives (http://74wvmuo56s6gcbzyzxlz3k3znc7gelms4mk3tmm3cah73ocm7wzojyid.o
nion/) - Site collaboratif d'informations locales, Tours et alentours.
Blog Stephane Bortzmeyer: Accueil (http://sjnrk23rmcl4ie5atmz664v7o7k5nkk4jh7mm6lor2n4hxz2to
s3eyid.onion/) - Ce blog n'a d'autre prétention que de me permettre de mettre à la disposition de tous
des petits textes que j'écris. On y parle surtout d'informatique mais d'autres sujets apparaissent parfois.
Antropie (http://sou4vla4k5peskbl3dlzhh3e6ve5eu3m3hhsmiidqevlsd6lqo3qq2ad.onion/) - Antopie
propose des services Internet, administrés par et hébergés chez Miraty grâce à YunoHost.
basse-chaine.info (http://7ldoieonv5rqpkg5rupe5ee7td4iy3ba5gizmgsgyzk6piecm3uraeid.onion/) -
Site collaboratif d'informations locales, Tours et alentours.
Bourrasque.info (http://2kvhzgg4hlc6fhfl2g7cug46ghvx3x5rybcr6ahc5lrww7fskz5vhnyd.onion/) -
Site collaboratif d'informations locales, Brest et alentours.
Democratie Participative (http://7ov433bmudtgkl3vnjbg6rfke4n4rwk6xi2mxrvlgjgrw46ws7vqrsqd.oni
on/) - Le site le plus censure d'Europe.
CRIC (http://ylvopurg5nzfq5n73kprotytazvaxtbmikkzrtleqghyiwrruq4cwqid.onion/) - Contre les
systemes de domination. Grenoble at agglo.
Poule French Deep Web (http://jkie5viyrmymttownlksylz5vipyxxvs6qgy2yybgbssoiuf7a7klpqd.onio
n/) - Forum libre et non-modere.
GreenLeaks (http://isj37ite2gkabzeth6oxosh7zehpqnf5aedp3j2ccp2ewxglmr6bwrad.onion/) - Ici vous
pouvez nous alerter à propos de sujets sensibles, écologiques ou environnementaux.
Cellule Investigation RadioFrance (http://ckahyzrwglnbgrsehevnugp37nmynopnebvftmjvsxi54fsuqt4n
ogad.onion/) - Ce site permet d’envoyer sur un serveur sécurisé des informations et des documents à
destination de la cellule investigation de Radio France.
Marseille Infos Autonomes (http://vap3miljiaw72s6k4jto2xrhecodjv2hhar5cd45gjbgmutkx7q6s2yd.on
ion/) - Site collaboratif de luttes a Marseille et alentours.
ReseauMutu.info (http://5vm36z3rhyjzrhixrao557fsyu2n2hgvu5oetjw6su4btc5svrbfwjqd.onion/) - Ce
mini-portail reseaumutu.info regroupe les articles mis en unes des sites du réseau Mutu.
VOA Afrique (http://afriquevehivospkkerzzzomjryndtolpgxr435zm7papd7vysruauqd.onion/) - Voix
de l'Afrique. nouvelles.
Paris-luttes.info (http://77xqldfym373pgwif6mcakdcgbc7u3k3rivpzgew4wzejwos3zqkzsid.onion/) -
Site cooperatif d'infos et de luttes Paris - banlieue.
Rebellyon.info (http://e7nkzth74kcn6j54u6a75pbh2q2yxjsyramuta5z7seix26gnpsq36ad.onion/) - Site
collaboratif d'infos alternatives.
Dijoncter.info (http://sjnrk23rmcl4ie5atmz664v7o7k5nkk4jh7mm6lor2n4hxz2tos3eyid.onion/) - Site
d'infos en lutte sur Dijon.
Blog Stephane Bortzmeyer (http://5iva73mrpeurg6mpvax3c24cl3inpjmplfzd5ib4qy52iy46x4xdjmqd.o
nion/) - personal blog.

German / Deutsch

Deutschland (http://germania7zs27fu3gi76wlr5rd64cc2yjexyzvrbm4jufk7pibrpizad.onion/) -
Informationskontrolle, nein Danke!
Tagesschau (http://e5jexrkaliwdiczfuzcl46nuqurfwmf3p3qvggpuni6bq3cxfdroliad.onion/) - German
News website.
MadIRC (http://wbi67emmdx6i6rcr6nnk3hco3nrvdc2juxrbvomvt6nze5afjz6pgtad.onion/) - Deutscher
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IRC-Channel.
Systemli (http://7sk2kov2xwx6cbc32phynrifegg6pklmzs7luwcggtzrnlsolxxuyfyd.onion/) - Systemli
ist ein 2003 gegründetes linkes Netzwerk und Technik-Kollektiv. Wir haben den Anspruch, sichere
und vertrauenswürdige Kommunikationsdienste bereitzustellen.
Aktion Freiheit Statt Angst (http://a6pdp5vmmw4zm5tifrc3qo2pyz7mvnk4zzimpesnckvzinubzmiodda
d.onion/) - Willkommen auf den Seiten von Aktion Freiheit Statt Angst.
Antifa-info.net (http://3jaar3zggmbxabwpukc4tlma2itkpntr6p4nip4lvcf56l52bra6ieid.onion/) - Antifa-
Info hat den Anspruch, der antifaschistischen Bewegung in Süddeutschland eine zentrale öffentliche
Plattform zu geben.
FragDenStaat (http://fdstaat23zv6kdmntgkvdzkr7hipl5oqswwi3xawzkj2w2gwsbxmrwyd.onion/) - Wir
bringen Licht ins Dunkel der Behörden. Jede Person hat das Recht auf Informationen aus Politik und
Verwaltung. FragDenStaat hilft Ihnen dabei, Ihr Recht durchzusetzen.
Emrawi (http://lyeufajq7n43xog2bsdcyu3pqt56hucwcnwq2b4hnxlqhszk4alkhnid.onion/) - Infos zu
sozialen Bewegungen und radikale Analysen.
Knack Punkt (http://knackriotpvczb6xja67gsmbks35n7mvwfxcdj5tlqhfictgz42vjvad.onion/) - German
news source.
Verfassungsschutzberichte.de (http://zq5xve7vxljrsccptc4wxmuebnuiglhylahfwahyw7dzlxc43em4w6y
d.onion/) - Die Berichte des Geheimdienstes: gesammelt, durchsuchbar und analysiert.
Linux Technik (http://z7qmjytz7idy5h4vituirkwt4jfmt6mdvtrnjg4phgkyrnsltaa63zad.onion/) - Linux-
BlogLinuxtipps, kurze Scripte in Bash, Python und PHP. Arduino.
Krautspace (http://u3mqsh2dzbbj2mv6evcobgtp7c3y6y3lox7dwvdoxhkd5dwg26xuxdid.onion/) -
Willkommen im Krautspace Jena. Hacker, Bastler und Solche, die es werden wollen: Der Krautspace
ist euer Raum.
de.indymedia.org (http://gsxbcjvcrdl66ycimkwra2nxzwvy2idef4twi7elojuzm5ztt5abqyid.onion/) -
Don't hate the media, become the media!
Dantenkanal (http://m7usgyjxnqd4bmt2oxleh2tijix47zcho5abdu6g6sjato7zmeewy4ad.onion/) - Das
Datenradio beim Offenen Kanal Jena.
Denkbares (http://pr3ygifxd23xu43be2fegjjsk5jlb22q2va2h5apz76ejbvammeclkid.onion/) - Nachricht.
Germania (http://germania7zs27fu3gi76wlr5rd64cc2yjexyzvrbm4jufk7pibrpizad.onion/) - Forum.
Kontrapolis (http://kontrpolioglnxrcdwwxfszih4pifyidfjgq4ktfdu6uh4nn35vjtuid.onion/) - | Radical |
Media | Berlin |
Kybernetiq (http://kybermen3kskkxnaattjzr37pljzhglgqskr7ijopvueiwm3rt3mbyqd.onion/) - MACH
ETWAS, WAS BEI ALLAH WIRKLICH ZAHLT
taz.de (http://zervmwoc5flabhlh3heegnspbpoebbgr3kgkaarkpnz2gtsuunlxgqyd.onion/) - Nachricht.
indy-Spiegel (http://xs4y22l6fxcoapcu4qurmbr2ne6l5mfynmo3kkvth4cuvhrjrtgcrmqd.onion/) - Dies
ist ein statischer Spiegel der Seite de.indymedia.org.

Greek / ελληνικά

Italian / Italiano

Japanese / 日本語

可愛い (http://kawaiientmjfx4hjvwyjl2owa3pvrncsaotbws2ichnhh76uxd3yhbyd.onion/) - チャット.

Korean / 한국어

Cactus Forum (http://ctmrktxxkrmu23xdvadockv2rjrou7daomrejw2iaczrw7yvc5lhttqd.onion/) - 선인
장포럼한국의대마초나눔, 합법화그리고기타약에대한토론 - Discussion of cannabis
legalizing drugs in korea
Korean Hidden Wiki - 한국어히든위키페이지입니다. [internal link]
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Chinese / 中国語

串子會 (http://46opsroctqizqf7glw3a3htcmef6mfeaxe5qdu2sk7khyl7mc3wrfeqd.onion/) - Unity
League - 串子会.
6CHAN (http://6channelw3opvp2uq5kkyk46uxoilb4jfxjpl4alulpy5zzbrf7lcoqd.onion/login.php) - yet
another Chinese forum
A Chinese forum (http://6wbqe7epm5ocgfdxl763hpgkrgzx2vl2oeo6itik5tqny4z4s6jgysqd.onion/) - 自
由国度 2.0

Polish / Polski

Polish WIKI Press (http://p5ipcg75ze2b6mckxnyib5ziotzpdfdcsd4xt5zbnt3pgxz6dg36uayd.onion/) -
Polish Hidden Wiki
Cebulka (http://cebulka7uxchnbpvmqapg5pfos4ngaxglsktzvha7a5rigndghvadeyd.onion/) - Polish
onion forum with PGP authorization and escrow system Created in 2013
Jebać PiS (http://jebacpisfj5ogihkue6kgnsokqi7or27gkgrbyawv3zb5y7k55gjo7id.onion/) - Memy o
naszym (nie)rządzie.

Russian / Русский

RuTor (http://rutordeepkpafpudl22pbbhzm4llbgncunvgcc66kax55sc4mp4kxcid.onion/) - Самый
большой форум в СНГ.
Sekta Lab (http://bpynhpfpdydv6axdm2xeu6y6cbzed73aztxdjyq5gygblzt6v2zjegid.onion/) - Ł₳ßℝℂ -
Sekta Lab (открывается при помощи VPN).
Verified (http://verified3vr2kdbnza6c3e5ak4z5xmtti4hx36dfg3kbi6pwekztvsqd.onion/) - Russian
multi forum.
Ros (http://rospraa4xvtuscgl357uxizzvhgpjetxnri4gi5qzggvmaoeu6witiid.onion/) - Russian news
website and more.
Флибуста (http://flibustaongezhld6dibs2dps6vm4nvqg2kp7vgowbu76tzopgnhazqd.onion/) -
Библиотека.
Radio Svoboda (https://svobod7mjzb3hwxhgcnx7ui2ffd4p5zulftzkzdlmpaztuuoxnlpwhyd.onion/) - A
Russian version of Radio Liberty.
Sibir.Realii (https://sibrealr32niwsfksyycn6dyci3wnssnq5xhg3g7kpkddyrzfh2fd4qd.onion/) - A
separate project of Radio Liberty.
Sever.Realii (https://severr375roaznysslbu4joiu2snztzwucsm46gghi34xglhh5w4cmyd.onion/) - A
separate project of Radio Liberty.
Roskomsvoboda (http://rksnetorofbj675vpfif3kocq5qqnjdcx7ed35yqhlhh6wcx4h2thpyd.onion/) - A
Russian NGO focused on privacy.
Проект Будущее (http://prfuture5p7idhn3iibthoi7witoc232wxw2hiovbtddblhmvyhgs4qd.onion/) -
Основная цель нашего проекта - предложить и внедрить общественный порядок
удовлетворяющий интересам подавляющего большинства людей. Also available in english.
Roskomsvoboda (http://rksnetorofbj675vpfif3kocq5qqnjdcx7ed35yqhlhh6wcx4h2thpyd.onion/) - The
first Russian public organization operating in the field of digital rights protection and digital
empowerment. Also available in english.
Флибуста Книжное братство (http://flibustaongezhld6dibs2dps6vm4nvqg2kp7vgowbu76tzopgnhazq
d.onion/) - Флибуста - независимый библиотечный ресурс. Как и в любой библиотеке, просьба
соблюдать чистоту, порядок и спокойствие. Здесь читают и работают хорошие люди.
X-MSG (http://xmessaghho7dmx665f2gyw3ualaik6npmhjtr5f2tbqycvv5oiqrgqid.onion/) - Сервис
безопасного обмена сообщениями.
SafeStreet (http://onlq3bfusx3ftakfb7gpk2a2vncgdw5okzxntipfivdo2yswackkccid.onion/) - Карта
патрулей и ментовских приёмов.
Baza (http://bazaomg5eqce3x2d5daulwpkultwjkwatgetevbwgth2r3qllpgdluyd.onion/) - Russian forum
and more.
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Belarus / Беларусь

Belarus Up (http://belarusup5vmywbr2fqh7ttl3xh4nla2hi2v6lfq23ltxc5jh4qea2yd.onion/) -
Informations + links about Belarus.

Hungarian / Magyar

Bombagyár Rádiók egyben (http://bgyarbyfozo2sgcz2jm6336nawxd4jljrk7ebva6fg2yjb2xz7jajcqd.oni
on/) - Blog + radio.

Croatian / Hrvatski

Gaseri (http://vcwkbqby652dtqgbtbtr6ouvs6fu5abx5z45dmlug6dl55d6zcadsuqd.onion/) - Grupa za
aplikacije i usluge na eksaskalarnoj istraživačkoj infrastrukturi.

Spanish / Español

El Chat de Eliza (http://intor3nu3dvbsxr2iyzmyfsjnr3mt6fv3a7gt7ji6pnycxc4rpiet3qd.onion/) - Chat
anónimo en español. Publica tu experiencia con El Cannabis de Eliza o lo que te apetezca.
papyrefb2.com (http://papyrefb3jewa7fdbakdomx2pj576w7u25fk3kjk6gyyuofz5awcu4id.onion/) -
Libros para leer, book library in spanish language.
[vozdeamfariqksfubd42z7tnh7wbdkg7airpirq7zj35ctiyxodtumyd.onion/ Voz de America] - Las
principales noticias de Estados Unidos, America Latina y el mundo.
Feak Spot (http://63xpbju6u6kzge3k5mobwivob2seui4ka26l2iboraw5lxz262brgjad.onion/) - Mejor
con software libre.
JabJab.de (http://jabjabdea2eewo3gzfurscj2sjqgddptwumlxi3wur57rzf5itje2rid.onion/?lang=es/) -
Chatee con sus amigos y conéctese a otras redes como WhatsApp, Skype o Facebook.
Hackea (http://hackeavw7lge3rj7vwfewaaid7akgmys2vlqggeirtorcg5g6zoawzqd.onion/) -
Alfabetización popular en tecnologías emancipatorias.
Spanish Torrent Site (https://dontorufwmbqhnoe2wvko5ynis6axf7bqod6wkmdvxmjyek64tantlqd.onio
n) - Spanish (es-ES) torrent site.

Portuguese / Português

LGPD,GDPR,CEH,Comptia,SANS (http://53as3n2fimpcz5asi3jxj6igdazyoejc7ccsplke45zje7hhes6ipv
qd.onion/) -Precisa de documentação para LGPD? GDPR? ISO? Gostaria de algum curso de
segurança Ofensiva? Defensiva?

Swedish / Svenska

Turkish / Türk

Deep Web Türkçe İndex (http://indexzz7n3cq4slh5bh2lcctmiwk2y7epxjvkpyaemtuat2alprveyid.onio
n/) - Turkish website indexer.
Anarcho-copy.onion (http://anarcopym4ckplfg3uljfj37y27ko3vrnrp43msyu5k5rp3h46wtf7yd.onion/) -
A very large archive in turkish language.
TEK LİDER (http://2schvlwr4u3bji4zx27zgflwemrs2kn4stewc7xacqzn5qqvh7nf5nad.onion/) -
Turkish (tr-TR) Imageboard Site

Arabic / يبرع

ةرحلا | ةيسيئرلا ةحفصلا  (https://www.alhurradmzetclrmc32ljtoo3vcmh3zq7fyzhjz3edhsl6uihwy5trid.onio
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n/) - Global news.

Hidden Services - Other Protocols

irc chat server, [Victor] irc://iljqpkgabg4hrchbozwovffyk7fobpovfudsdmdjinehzihjn2uggmad.onion

XMPP chat server, [TCPRST]
xmpp://7hbyqvu5zdvyjopuho7vxdrzernk7bj76wpev7v4w4wp2nsl5hqg6qyd.onion

FreedomIRC chat server, [FreedomIRC] irc://
ncq3izrg3nlu2iilpi4unvug5hvbpg5ju4hzngvfbey7fzw6lajc7aad.onion (port 6667)

For configuration and service/uptime testing, all services in this section MUST list the active port in their
address. Exception: HTTP on 80, HTTPS on 443. For help with configuration, see the TorifyHOWTO (http
s://trac.torproject.org/projects/tor/wiki/TheOnionRouter/TorifyHOWTO) and End-to-end connectivity
issues.

P2P FileSharing
Running P2P protocols within Tor requires OnionCat. Therefore, see the OnionCat section for those P2P
services. IMPORTANT: It is possible to use Tor for P2P. However, if you do, the right thing must also be
done by giving back the bandwidth used. Otherwise, if this is not done, Tor will be crushed taking everyone
along with it.

Chat centric services

Some people and their usual server hangouts may be found in the Contact Directory.

Defunct IRC services (for archive purposes)

Use e.g. ChatZilla add-on for the IRC protocol (the Tor Project does not suggest installing browser addons
unless you understand the risks), or a standalone client such as HexChat. Tails comes with Pidgin, which
will work for IRC as well.

Agora Anonymous (irc://cfyfz6afpgfeirst.onion:6667/) - Agorist IRC server

plaintext ports: 6667

ANYChat (irc://chatjnv7sshcuz6a.onion:6667/)

plaintext ports: 6667; ssl: 6697 (ircs://chatjnv7sshcuz6a.onion:6697/)

DeepIRC (irc://deepirc23ukiben3.onion:6667/)

plaintext ports: 6667

Federation: OnionNet - IRC network comprised of:
onionirczesfffux.onion:6667 Juppi IRC (irc://onionirczesfffux.onion:6667/) - Juppi's IRC server.
onionirccaaakegi.onion:6667 Juppi IRC (irc://onionirccaaakegi.onion:6667/) (old (irc://fucktoy7
5jx3524x.onion:6667/) ___) - Juppi's other IRC server.
onionirc2udqrqpo.onion:6667 YankeeGuy IRC (irc://onionirc2udqrqpo.onion:6667/) -
YankeeGuy's IRC server.
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FreedomIRC - gopher (gopher://jewjewkeei4o4bvn.onion/) or http (http://jewjewkeei4o4bvn.onion)
irc.freedom.net (irc://jewjewkeei4o4bvn.onion:6667/) (alt link (irc://3pedopedqayeyvhp.onion:6
667/))
plaintext ports: 6667

FREEFOR (irc://tns7i5gucaaussz4.onion:6667/) - FREEdom FORces - see Political Advocacy
hackint (ircs://nakufgztylanf4mw.onion:9999/) - hackint (http://hackint.eu/) is a communication
network for the hacker community.

running on lechuck.hackint.org; ssl ports: 9999; no plaintext ports

HeavyCrypto (ircs://jdobmyzmx4bh7n25.onion:6697/) - HeavyCrypto IRC

ssl ports: 6697; no plaintext ports

KeratNet (irc://vgg6whpouebbcx7w.onion:6667) - Kerat (http://kerat.net/)

plaintext ports: 6667; ssl: 6697 (irc://vgg6whpouebbcx7w.onion:6697)

KillYourIRC (irc://e4bqnvfdasnx4plk.onion:6667/) - onion for irc.killyourtv.i2p

plaintext ports: 6667; ssl: 9999 (irc://e4bqnvfdasnx4plk.onion:9999)

Nazgul (http://nazgul3zxuzvrgg6.onion) - free for all IRC network

plaintext ports: nazgul3zxuzvrgg6.onion:6667 (irc://nazgul3zxuzvrgg6.onion:6667/)
ssl ports: irc.nazgul.io:6697 (irc://irc.nazgul.io:6697/) __undefined__ (SSL)

OnionIRC (irc://cgl7owaxduu2eupi.onion:6667/) - New, censorship-free IRC server.

plaintext ports: 6668

OpenSource (irc://e2ymwjy6mzy4hx3t.onion:6669/), info (http://g7pz322wcy6jnn4r.onion/opensourc
e/ovdb/ac/viewtopic.php?id=284) - Drug chat
public.ronsor-router.lan (irc://ronsor37xl7tqn7p.onion:6667/) - Freelinking server owned by Ronsor

plaintext ports: 6667; SSL ports: 6697 (ircs://ronsor37xl7tqn7p.onion:6697/)

Smokey's Grill (irc://z7uo4qztub5rn4jl.onion:6667/) - General chat IRC. Doesn't allow plotting the
abuse of other people.

plaintext ports: 6667

Volatile (http://vola7ileiax4ueow.onion) - we back
irc.krustykrab.restaurant (irc://lolikaastbgo5dtk.onion:6667) - owned by wowaname
plaintext ports: 6667, 7777 (irc://lolikaastbgo5dtk.onion:7777); ssl: 6697 (ircs://lolikaastbgo5dt
k.onion:6697), 9999 (ircs://lolikaastbgo5dtk.onion:9999).
kitsune6uv4dtdve.onion (irc://kitsune6uv4dtdve.onion:6667) - owned by wowaname
plaintext ports: 6667, 7777 (irc://kitsune6uv4dtdve.onion:7777); ssl: 6697 (ircs://kitsune6uv4dtd
ve.onion:6697), 9999 (ircs://kitsune6uv4dtdve.onion:9999).

Anonimowy IRC (irc://itapxk4hwi3k5ktj.onion:6667) - Anonimowy IRC (Polish anonymous IRC
server) __undefined__

plaintext ports: 6667; ssl:6697
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hackint (ircs://w4a6ssearu46yphm.onion:6697/) - Old hidden service?
irc2p onion gateways:

irc.echelon.i2p (irc://ogn5vbujhrvbihko.onion:6667/) - Gateway provided by chisquare / psi of
All You're Base
irc.postman.i2p (irc://irc2p5zrbdk25rdy.onion:6667/)

NeoturbineNET IRC (irc://qnwpupud3hyir6qp.onion:6697/) - NeoturbineNET (http://neoturbine.net/)
IRC server

running on kropotkin.computersforpeace.net; ssl ports: 6697; no plaintext ports

OFTC IRC (irc://37lnq2veifl4kar7.onion:6667/) - OFTC (http://www.oftc.net/oftc/) - unofficial hidden
service for OFTC

running on: (various).oftc.net, ports:: plaintext: 6667 ssl: 6697

prooops.eu IRC (irc://oh6ev55uo4cmgh4w.onion:6667) - prooops.eu IRC (Clearnet http://
irc.prooops.eu/)

plaintext ports: 6667; ssl: 6697

WANNABE: Federation OnionNet :
New Ngircd (irc://dbwuevvmqlhzz2p6.onion:6667/) - Yep this is a new ircd in OnionLands
looking for peering in OnionNet

freenode IRC (https://freenode.net/) - requires SASL authentication (https://freenode.net/irc_servers.sh
tml#tor) to an already existing NickServ account

2hktdmgt6bg2hjuc.onion (irc://2hktdmgt6bg2hjuc.onion:6667/)
frxleqtzgvwkv7oz.onion (irc://frxleqtzgvwkv7oz.onion:6667/)
l4wvhvf666nifnpg.onion (irc://l4wvhvf666nifnpg.onion:6667/)
p4fsi4ockecnea7l.onion (irc://p4fsi4ockecnea7l.onion:6667/)
p567hbjdstqvg7xw.onion (irc://p567hbjdstqvg7xw.onion:6667/)
vgh6tbfjk65zj5ep.onion (irc://vgh6tbfjk65zj5ep.onion:6667/)

All of these direct to zelazny.freenode.net and allow plaintext port 6667 as well as SSL ports 6697,
7000, and 7070.

Below is a list of DEAD irc servers from Anonet:

AnoNet (http://www.anonet2.org/) - Each server is on its own network and connects to a chat
cloud

irc1.srn.ano (irc://2dmrunyyp6bp53th.onion:6667/RendezVous), clearnet (irc://anortr.ucis.n
l:8804/RendezVous)
elef7kcrczguvamt.onion:15783 - Direct access to the AnoNet chat cloud. Use an IRC server
to connect.
irc3.srn.ano (irc://elef7kcrczguvamt.onion:6667/anonet)
irc2.srn.ano (irc://w53qxqs27amlrwnm.onion:6667/anonet), clearnet (irc://anortr.ucis.nl:880
6/anonet) - Still connects to the old AnoNet chat cloud; that will soon change.
irc4.srn.ano (irc://wllef6hh2mt6uoi4.onion:6667/anonet)
irc.cananon.ano (http://4ktz77nd2rn7gcsm.onion:9090/) Web Chat Version join #Anonet

SILC

fxb4654tpptq255w.onion:706 - SILCroad, public server. [discuss/support (http://ianxz6zefk72ulzz.oni
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on/index.php/forums/thread/385/35)]
<protect>Silkroad 2.0 (http://silkroad6ownowfk.onion/) - The new silkroad. Biggest marketplace for
drugs on the Darknet. (Bitcoin)</protect>
kissonmbczqxgebw.onion:10000 - KISS.onion - Keep It Simple and Safe - ditch the web browser, use
SILC to communicate securely (using Pidgin (http://pidgin.im/) with OTR (https://otr.cypherpunks.c
a/))

XMPP (formerly Jabber)

xmpp:tortureregex47xf.onion:5222 - Public XMPP with MUC (multi user chat) enabled. No Child
Porn and racism here, any breach will result in a ban. Maintained by Creative Hack (http://2kcreatydo
neqybu.onion/)
xmpp:okj7xc6j2szr2y75.onion:5222 - xmpp:jabber.ccc.de:5222 as a hidden service
xmpp:libertygb2nyeyay.onion:5222 - instant messager for Liberty's Hackers - chat room for Liberty's
Hackers and french users - chat room for international sharing - Create your own public or private
MUC - federation onion activated - No CP and no Racism please - web clients : https://
libertygb2nyeyay.onion:5281/candy http://libertyy56ecbupa.onion/im/jappix/
xmpp:cyjabr4pfzupo7pg.onion:5222 - CYRUSERV Community Jabber (http://cyjabr4pfzupo7pg.onio
n/), a public server ran by CYRUSERV (http://cyruservvvklto2l.onion/).

TorChat Addresses

Humans are listed in the above contact directory. Bots are listed below.

7oj5u53estwg2pvu.onion:11009 - TorChat InfoServ #2nd, by ACS (http://g7l35kk2ysi7ggon.onion/).
gfxvz7ff3bzrtmu4.onion:11009 - TorChat InfoServ #1st, by ACS (http://g7l35kk2ysi7ggon.onion/)...

SFTP - SSH File Transfer Protocol
These SFTP clients work with Tor: WinScp (http://winscp.net/), FileZilla (https://filezilla-project.org/). Set
proxy to SOCKS5, host 127.0.0.1, port 9150 (Windows,Mac) or 9050 (Linux). Encrypt your sensitive files
using GnuPG (http://www.gnupg.org/) before uploading them to any server.

kissonmbczqxgebw.onion:10001 - KISS.onion - SFTP file exchange service (username "sftp.anon",
password "anon")

OnionCat (http://www.cypherpunk.at/onioncat/) Addresses

List of only the Tor-backed fd87:d87e:eb43::/48 address space, sorted by onion. There are instructions for
using OnionCat, Gnutella, BitTorrent Client, and BitTorrent Tracker.

62bwjldt7fq2zgqa.onion:8060
fd87:d87e:eb43:f683:64ac:73f9:61ac:9a00 - ICMPv6 Echo Reply

a5ccbdkubbr2jlcp.onion:8060 - mail.onion.aio
fd87:d87e:eb43:0744:208d:5408:63a4:ac4f - ICMPv6 Echo Reply

ce2irrcozpei33e6.onion:8060 - bank-killah
fd87:d87e:eb43:1134:88c4:4ecb:c88d:ec9e - ICMPv6 Echo Reply
[fd87:d87e:eb43:1134:88c4:4ecb:c88d:ec9e]:8333 - Bitcoin Seed Node

taswebqlseworuhc.onion:8060 - TasWeb (http://taswebqlseworuhc.onion/) - DOWN 2011-09-08
fd87:d87e:eb43:9825:6206:0b91:2ce8:d0e2 - ICMPv6 Echo Reply
http://[fd87:d87e:eb43:9825:6206:0b91:2ce8:d0e2]/
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gopher://[fd87:d87e:eb43:9825:6206:0b91:2ce8:d0e2]:70/
vso3r6cmjoomhhgg.onion:8060 - echelon

fd87:d87e:eb43:ac9d:b8f8:4c4b:9cc3:9cc6 - ICMPv6 Echo Reply

Bitcoin (http://www.bitcoin.org/) Seeding

Instructions (https://en.bitcoin.it/wiki/Fallback_Nodes)

xqzfakpeuvrobvpj.onion:8333
z6ouhybzcv4zg7q3.onion:8333

Dead Hidden Services
Do not simply remove services that appear to be offline from the above list! Services can go down
temporarily, so we keep track of when they do and maintain a list of dead hidden services.

In addition to an onion simply being gone (Tor cannot resolve the onion), sites that display 404 (and
use a known onion/URL based hosting service) are the only other thing that is considered truly
DOWN. Presumably the account is gone.

1. If a service has been down for a while, tag it with ' - DOWN YYYY-MM-DD' (your guess as to when
it went down).

2. If a tagged service on the above list of live hidden services has come back up, remove the DOWN tag.
3. If a tagged service is still down after a month, please move it (along with the DOWN tag) to the list of

dead hidden services.

The general idea of the remaining four service states below is that, if the Hidden Service Descriptor is
available, and something is responding behind it... the service is considered up, and we track that fact
on the Main Page. If any of these subsequently go offline, append the DOWN tag and handle as
above.

1. Hello world's / statements, minimal sites, services with low user activity, etc (while boring)... are listed
as usual.

2. Broken services are those that display 404 (and do not use a known hosting service), PHP or other
errors (or they fail silently)... any of which prevent the use of the service as intended. They also
include blank pages, empty dirs and neglected status notes. Presumably the operator is in limbo.
Broken services are tagged with ' (reason) - Broken YYYY-MM-DD' (your guess as to when it went
broken)

3. Services that automatically redirect to another service (such as by HTTP protocol or script), have their
redirection destinations noted in their descriptions. These are tagged with ' - Redir YYYY-MM-DD'
(your guess as to when it went redir)

4. Sites that are formally closed via announcement are tagged with ' - Closed YYYY-MM-DD' (your
guess as to when it went closed.

Retrieved from "http://zqktlwiuavvvqqt4ybvgvi7tyo4hjl5xgfuvpdf6otjiycgwqbym2qad.onion/wiki/
index.php?title=Main_Page&oldid=496879"
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